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EXECUTIVE SUMMARY

Cyber Risks:
Implications for the insurance industry in Canada

Executive summary
The Canadian insurance
industry ranked cyber
security as third among the
ten most important issues
facing the property and
casualty insurance industry
at this time.

• Estimated global costs of
cyber crime: Between $375
and $575 billion.
• Estimated global damage
resulting from vehicle
collisions: $518 billion.
• Estimated global cyber
insurance premiums: less
than one-half of one percent
of the estimated cost of
cyber crime.
• Estimated global auto
insurance premiums exceed
international estimates of
vehicle collision damage.

There is considerable scope for
insurance to penetrate into new
fields of cyber security.

Cyber security incidents are in the news almost every day. Management of cyber
risks has emerged as a major issue for the insurance industry and society. This
report assesses cyber security from the perspective of the insurance industry
in Canada. What is the threat? Who are the criminals? Why is there a growing
concern about catastrophic incidents? How can property and casualty insurers
reduce their risk of loss? What is the prospect for growth in the cyber insurance
market? How will regulation of the Internet, disclosure, and privacy legislation
evolve over the next five to ten years?
A report by Intel’s McAfee and the Center for Strategic and International Studies
estimates that the global cost of cyber crime in 2013 was between $375 billion
and $575 billion.1 (All figures presented in this report are stated in U.S. dollars.)
The global impact of cyber crime is similar to estimates by the United Nations of
the international production, trafficking, and sales of illicit drugs ($400 billion)2
and the worldwide damage resulting from vehicle collisions ($518 billion).3 There
is uncertainty over the precise extent of cyber crime, yet it is agreed that the
impact is significant and growing.
The most recent KPMG survey of leaders in the Canadian insurance industry
ranked cyber security as third among the ten most important issues facing
the property and casualty insurance industry at this time.4 Extensive personal
information about customers attracts identity thieves, extortionists, and
fraudsters. Advanced analytics, agency portals, online policy applications,
and apps for filing claims provide new strategic capacity for insurers. These
advances also increase the ways criminals can attack the insurance industry.
Cyber incidents can result in significant damage, including the cost of response
to the theft of consumer information, forensics, notification, fraud monitoring,
crisis communications, and legal fees. Reputational risks may be more significant.
Insurance is built on a foundation of trust. It is easy for insurance consumers to
move their business if that trust is broken. A major cyber incident may erode
consumer confidence, harm an insurer’s reputation, and reduce the market value
of the company.
Cyber security is also a business opportunity for insurers. Presently, the majority
of companies in Canada, including most insurers, do not purchase cyber
insurance.5 Over the next five to ten years, this is expected to change. Breach
coverage is one of the fastest growing insurance markets in the United States,
Europe, and Canada. Insurers also provide identity theft coverage for individuals.
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However, most cyber risks are not insured. Global cyber insurance premiums, for
example, are presently less than one-half of one percent of the estimated cost
of cyber crime. In contrast, global auto insurance premiums exceed international
estimates of vehicle collision damage. Beyond the insurance industry’s success with
breach and identity theft coverage, there is considerable scope for insurance to
penetrate into new fields of cyber security. Current barriers to expansion include
the difficultly in determining calculable risk due to the absence of information
about the likelihood and consequences of cyber attacks seeking to steal trade
secrets, and the accumulation risk if millions or perhaps hundreds of millions of
policyholders experience loss from a single, catastrophic cyber incident.

The insurance industry is
well positioned to promote
cyber security, just as the
industry is a champion
for road safety, crime
prevention, and
fire prevention.

Despite barriers to the provision of insurance coverage for all cyber risks, the insurance industry is well positioned to promote
cyber security, just as the industry is a champion for road safety, crime prevention, and fire prevention. Also, evolving federal
and provincial privacy legislation will have a significant influence over insurance practices. Insurance companies providing
cyber insurance may become more actively engaged in contributing to the federal government’s cyber security strategy.
There is scope for insurers to work with the government to secure increased information about the frequency and severity of
cyber incidents, and to determine the role of the federal government if a catastrophic event should occur.
This is a critical time for the Canadian insurance industry to explore cyber security.
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Foreword
The Insurance Institute is proud to publish this first of a series of reports on emerging issues impacting the property &
casualty insurance industry in Canada.
Our intention is to provide research of value to our stakeholders. We are confident that this research report, and those to
follow, will provide information and insights to enable insurance organizations to broaden their understanding of how
emerging risks will impact the delivery of insurance products and services in Canada.
This report on Cyber Risks provides a significant launch to this Emerging Issues Research Series. The topic of cyber risks and
cyber security seems omnipresent in the media but, for the most part, has an international focus. We saw an opportunity to
research the topic from the perspective of our industry in Canada and particularly as it relates to the potential frequency and
severity of cyber risks and security breaches.
We saw cyber space as the great unknown frontier that we – society in general and the insurance industry in Canada
specifically – are engulfed in, but can’t fully comprehend. The scope and potential capacity of cyber criminals is growing.
Meanwhile, the capacity to defend and the capacity to transfer the risk may be limited.
This report provides a broad scope perspective to what is known about cyber crime today, and the current and potential
cyber activities and events that could impact society in general and the insurance industry, in the near future.
It is our hope that you will find this research report interesting and insightful, with helpful resources and constructive
recommendations.
Sincerely,

Peter Hohman, FCIP, MBA, ICD.d
President & CEO, Insurance Institute of Canada
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Introduction
Growth of Cyberspace
Globally
Year

Internet Users

(millions)

(thousands)

1995

44.8

23.5

Websites

1996

77.4

257.6

1997

120.8

1,117.3

1998

188.0

2,410.1

1999

280.9

3,177.5

2000

413.4

17,087.2

2001

500.6

29,254.4

2002

662.7

38,760.4

2003

778.6

40,912.3

2004

910.1

51,611.6

2005

1,029.7

64,780.6

2006

1,157.5

85,507.3

2007

1,373.0

121,892.6

2008

1,562.1

172,338.7

2009

1,752.3

238,027.9

2010

2,034.3

206,956.7

2011

2,272.5

346,004.4

2012

2,511.6

697,089.5

2013

2,712.2

672,985.2

2014

2,925.2

968,882.5

Source: Internet Live Statistics

The Internet of tomorrow
will almost certainly be
less resilient, available, and
robust than today.

Canada is one of the most wired countries in the world. Statistics Canada reports
that in 2013, 89 percent of Canadian businesses used the Internet, and nearly
every enterprise used some form of information technology.6 The Canadian
Internet Registration Authority found that 87 percent of Canadian households
were connected to the Internet in 2013, the second highest rate among the
G-7 nations.7 The Authority also found that the number of web pages visited
each month by Canadians is the highest in the world, and the average time
spent online is second highest. Canadians use computers, phones, and
other connected devices to conduct business, communicate, and entertain
themselves. Over the last 25 years, cyberspace has reshaped how Canadians
live, work, and socialize.
Worldwide, the number of people connected to the Internet tripled over the
past decade from almost one billion in 2004 to almost three billion in 2014.8
The number of people in the world is growing by 80 million a year, while the
number of people connected to the Internet is growing by more than 200
million a year. Within the next five years, more than half of the people in the
world will be connected to the Internet. There were 50 million websites in the
world in 2004. There were almost one billion websites in 2014, a remarkable
20-fold increase over ten years. The rapid growth in Internet users and websites
is expected to continue for the next five to ten years, particularly in emerging
economies. Rich and poor, north and south, the Internet is bringing the world
together, creating a global village. Cyberspace has become indispensible for
commerce and communications.
This transformation has also been evident in the insurance industry. Digital
technology is essential for the insurance industry in Canada and around the
world to manage its business and interactions with consumers. The insurance
industry uses computers to store consumer information, resolve and pay
damage claims, and assess the risk of future losses. Consumers can go online to
secure information about insurance products and pricing, purchase coverage,
or make a claim. Insurance has gone digital.
Furthermore, some insurers provide cyber insurance. Recent surveys suggest
that within the next five to ten years, most businesses will consider purchasing
cyber insurance coverage.9 The largest and fastest growing element of the cyber
insurance market involves insuring the costs associated with a major data breach.
In contrast, corporate espionage, catastrophic cyber incidents, and several
other cyber risks are largely uninsurable at this time. For individuals, insurance
is available to cover the costs associated with identity theft. Most other cyber
threats are presently not insurable, such as insuring the cost of repairing or
replacing an infected computer.
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Statistics Canada, “Digital Technology and Internet Use,” p. 3.
Canadian Internet Registration Authority, “The Canadian Internet,” p. 1.
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Munich Re, Munich Re Cyber Risk Survey, p. 1.
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More frequent and severe attacks are expected
A relatively stable environment has supported the remarkable expansion of cyberspace over the last 25 years. This is
expected to change. Cyber crime is increasing, and experts warn that cyberspace will become much more dangerous over
the next five to ten years.10 Stories about disruption and loss from cyber events found in books, movies, and television are
increasingly expected to become reality. The Internet of tomorrow will almost certainly be less resilient, available, and robust
than today. Local cyber incidents may cascade into global shocks. Canadians and the Canadian insurance industry are
particularly vulnerable because of heavy reliance on technology.11
The Internet may be the most complex system ever created by humankind, and
humanity’s track record of managing complex systems includes both successes
and failures. Society’s reliance on the Internet is growing exponentially, but the
capacity for controlling developments in cyberspace has not been able to keep
pace. Many technology experts and risk managers do not appear to recognize
the risk of a major cyber shock over the next five to ten years. As a result, risk
managers, corporate executives, and public officials may not be adequately
preparing for a catastrophic incident. A focus on current and emerging threats
to individual organizations has resulted in little attention on long-term, systemwide cyber threats. This report will explore how society is vulnerable to a
catastrophic cascading cyber incident.

This report will explore
how society is vulnerable to
a catastrophic cascading
cyber incident.

IBM reports that about half of the known cyber incidents to date have been directed toward manufacturing companies
and financial service providers.12 This includes the insurance industry. Most Canadians purchase property and liability
insurance coverage for their businesses, homes, and vehicles. The insurance industry has information about tens of millions
of customers, a large number compared to many other industries. Insurance consumer files include detailed information
needed to assess the risk of loss.
However, the property and casualty insurance industry in Canada is very
competitive, and this information is spread across more than 300 insurers and
tens of thousands of brokerages. The amount of consumer information in each
company is smaller than in Canada’s largest manufacturers, banks, retailers, and
communications companies. Moreover, criminals have more difficulty gaining
financially from insurance data than from banking and manufacturing data. As
a result, the Canadian property and casualty insurance industry has been a less
attractive target for cyber criminals than large banks and manufacturers.

Nevertheless, there is an
expectation that attacks on
the insurance industry and
other businesses around
the world will increase in
frequency and severity over
the next five to ten years.

Reported cyber crime rates have been much lower in Canada than those in the
United States and Europe. The difference in losses shows that the most attractive
initial targets for casual hackers and cyber criminals have been located in the
United States and Europe. Cyber security practices in Canada appear to be similar
to those in other advanced countries, so fewer losses in Canada are not due to superior security practices. Nevertheless, there
is an expectation that attacks on the insurance industry and other businesses around the world will increase in frequency
and severity over the next five to ten years.13
The Internet has been an important contributor to many of the recent gains experienced by society. Moreover, much of
the innovation and promise anticipated over the next few years is based on the assumption that society will become even

10
11
12
13
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more dependent on the Internet. Some of the expected changes include more
flexible work arrangements, paperless offices, driverless cars, and low-cost
communications. However, these innovations may be threatened because of
cyber crime’s potential to disrupt this essential foundation of modern society.

Cyber security was
identified as “the risk most
underestimated by businesses.”

The Allianz Risk Barometer summarizes the responses from an annual survey
of more than 500 risk managers and insurance experts in almost 50 countries.14 Cyber security ranked fifteenth highest in
2013, eighth in 2014, and fifth in 2015 among the risks identified by international business leaders participating in the survey.
Despite the increasing concern about cyber risks over the years, cyber security was identified in the 2015 Allianz survey as
“the risk most underestimated by businesses.”
The following chapters seek to address a number of important questions as Canada’s insurance industry considers
cyber security:
• What are the most common forms of attack?
• Who are the criminals and what are they after?
• What are the losses experienced in cyberspace?
• Why are severe disruptions expected to increase?
• How can insurers improve their cyber defenses?
• Why is the cyber insurance market now growing?
• How will evolving regulations affect cyberspace?

14
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What are the most common forms
of attack?
Common forms of
cyber attacks
• Theft and other data attacks
• Malware (phishing and
pharming)
• Mechanisms to infect
computers

A complex array of cyber crimes has emerged over the past 25 years.
These include attacks that seek to steal or corrupt data and actions that target
computer systems to gain control over critical infrastructure. Data attacks that
directly target computers include worms and viruses. Crimes that use computer
networks include fraud (such as identity theft or phishing scams), harassment
(such as stalking or bullying), and theft (such as stealing intellectual property or
confidential consumer information).

Cyber Incidents by Industry
Manufacturing
20.0%

Banking / Insurance

26.5%

Communications

6.6%

Healthcare

7.3%

20.9%

Retail

18.7%

Other

Source: IBM

Canada’s insurance industry is primarily focused on attacks that steal or corrupt
data and result in a data breach or identity theft. Over time, the nature of cyber
attacks has changed. Initial attacks focused on system flaws and technological
weaknesses. This included worms and viruses that spread without human
direction to deliver malicious software. Increasingly, however, cyber risks also
focus on human behaviour. Criminals seek to lure their victims with deception
and carefully crafted schemes tailored to achieve a specific result. The particular
elements of attacks are constantly evolving as new tools become available.
Several common forms of cyber attack are explored below.

Theft and other data attacks
The majority of cyber criminals seek to steal or corrupt personal and corporate
data. In 2013, the 3,700 clients of IBM’s Managed Security Services experienced
seven or eight cyber incidents each month, on average. Half of these attacks
were directed at the manufacturing (27 percent) and financial services (21
percent) industries.15 These included scams to steal credit card information,
website vandalism, corporate espionage, and denial-of-service attacks.
Data attacks are common because they are easy to conduct. Many people
have the capacity to carry out these attacks. The tools are readily available

15
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and powerful. For example, an off-the-shelf computer can test millions of passwords per second. Most passwords can
be cracked in less than a minute. The programs to conduct most attacks, including the tools to support sophisticated
campaigns, are available online.
The majority of Canadians, including most employees, are highly vulnerable in cyberspace. Most Canadians have weak
password protection on their computers, do not use password protection on their mobile devices, use the same password
for multiple applications, and seldom change their passwords. Canadians may make themselves more vulnerable when they
use aids to remember passwords, credit card information, billing addresses, and other data.

Malware
Most of the early infectious software programs were written as pranks or
experiments. The objective of many hackers in the 1990s, for example, was to explore
weaknesses in computer systems to demonstrate what was possible in cyberspace
through innovative programming. Today, malicious software (malware) is the tool
most frequently used by cyber criminals to achieve financial gain. Criminals use
malware to steal personal, financial, and business information, or disrupt computer
networks. Hackers and other cyber criminals use malicious software for the most
common forms of attack in cyberspace.

Criminals use malware
to steal personal,
financial, and business
information, or disrupt
computer networks.

Denial-of-service attacks
Malware can be used to create botnets to build a network of computers that can be hijacked and controlled remotely.
These servers and personal computers operate normally until a controller takes charge. A remote network will typically
involve thousands of computers scattered over a broad geographic area, but may include more than one million computers.
In a distributed denial-of-service attack, many computers are directed to overwhelm an Internet site, disrupting or shutting
down operations.
Candid Wueest, a cyber security expert at Symantec, estimates that about 10 percent of distributed denial-of-service
attacks are directed at banks and other financial institutions.16 Sometimes a small attack is used to gain the attention of
the institution. These attacks may include a request for payment to prevent a larger attack. The extortion requests are
sometimes small, perhaps less than $300, to determine the victim’s willingness to
pay. There have been reports of demands in excess of $100,000. Sometimes denialIn 2013, phishing of a
of-service attacks are used to mask incidents whose purpose is to steal personal or
contractor led to the theft
corporate information.
Symantec reports that almost half of denial-of-service attacks involve gaming. Some
gamers use targeted denial-of-service attacks to enhance the likelihood of winning
a competition or to escalate a dispute. Attackers can purchase a brief attack lasting
a few minutes for as little as $5. An extensive attack lasting several days costs a few
thousand dollars. The Symantec report references a study by Prolexic, a denial-ofservice mitigation provider, which found that the average denial-of-service attack lasts
17 hours. Symantec reports that attackers have recently begun using shorter but more
intense attacks, using amplification tools to increase the impact of the attack.

of millions of customer
files from Target. In
2014, phishing was used
to steal personal and
credit card information
from millions of shoppers
at Home Depot.

Phishing and pharming
An email that appears to be from a trusted source may include a compelling request for the user to share confidential
information such as their social insurance number, date of birth, mother’s maiden name, personal identification numbers,

16
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credit card information, or sensitive corporate information. Phishing is
a broad request asking many users to share confidential information.
Spear phishing is a focused request targeting specific users. Pharming
also seeks to obtain personal information, but rather than exchanging
data through email, the user is directed to a false website to submit
information.
To get confidential information, criminals may send the user upsetting
or exciting information designed to trigger an urgent response. Some
users act before taking the time to think about the situation. The target
may be asked to update, validate, or confirm information, a request
designed to create the sense that the inquiry is legitimate because the
user had previously shared these data. Some criminals follow up with a
phone call to further increase the apparent validity of the request and
gather additional information.

Email Spear Fishing Campaigns
(globally, on average, per day)

2011

165

2012

408

2013

779
Source: Symantec

Having obtained this personal information, criminals may be able to access bank accounts, open new accounts, transfer
funds, apply for a loan, create a credit card, make purchases, receive government benefits, obtain a passport, or secure a
driver’s licence. The criminal may use sensitive corporate information to access personal and corporate data. In 2013, phishing
of a contractor led to the theft of millions of customer files from Target. In 2014, phishing was used to steal personal and
credit card information from millions of shoppers at Home Depot.

Watering holes and social engineering
Cyber criminals often use psychological manipulation to achieve their goals.
In addition to phishing attacks, some common scams include watering
holes, pretexting, baiting, and quid pro quo. These techniques are used to
deceive users into sharing sensitive information, like passwords and banking
information, with a criminal masquerading as a trusted entity.
Watering holes are an emerging technique criminals are using to launch
cyber attacks.17 Specific individuals are identified as worthwhile targets.
The criminals identify and infest websites that are likely to be visited by
the targeted individuals. The attackers then wait for the targets to visit the
website (the watering hole). During the visit, malware is sent to the computer
of the target. Typically, the goal is to obtain remote control over the target’s
computer to support the theft of corporate and personal information.
Individuals who are resilient to attacks using phishing and spear phishing
have fallen victim to watering hole attacks.

Because of the escalating use of
social engineering by attackers,
companies are encouraged to
establish a culture of security.
These organizations work
to build understanding and
awareness throughout the
company about the threat of
attack and best practices to
minimize the risk of loss.

A growing field of cyber security research is focused on social engineering—that is, how to protect people from being
manipulated into inadvertently assisting cyber criminals. Because of the escalating use of social engineering by attackers,
companies are encouraged to establish a culture of security. These organizations work to build understanding and
awareness throughout the company about the threat of attack and best practices to minimize the risk of loss. Social
engineering focuses on human behaviour and decision-making designed to complement and work with
investments in technical security systems.

17
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Ransomware
A ransomware scam begins when a user opens a downloaded file and infects their computer. When the file is opened the
malware is released and it locks the computer. A message is displayed demanding a payment of a few hundred dollars to
unlock the computer. Payment of the ransom, however, does not restore the computer. The first ransomware scams posted
a notice that a software licence with Microsoft had expired, and the computer would become functional again when a
licensing fee was paid.18 These scams have evolved. Now they frequently include a notice from what appears to be local
law enforcement requesting that a fine be paid because the user has been caught with pirated software or downloaded
pornography. These scams generate millions of dollars of revenue for criminals.

Mechanisms to infect computers
An ongoing challenge for casual hackers and cyber criminals is to
get their malware installed on computers. Many mechanisms have
emerged. The most common are viruses, worms, and Trojan horses.

Web Attacks Blocked
(globally, per day)

Viruses and worms
Most of the earliest attacks in cyber space involved viruses and
worms. These are stand-alone malware programs that selfreplicate and automatically spread to other computers. They are
designed to exploit vulnerabilities in network server programs.
A computer virus infects executable applications, including the
operating system. A worm infects documents and other nonexecutable files. Viruses and worms transmit themselves from
computer to computer through networks.

2011

190,000

2012

464,100

2013

568,700
Source: Symantec

Viruses and worms scan the available networks and replicate in
vulnerable computers. Because they need no human intervention they
can spread quickly and to a large number of unprotected computers. In 1988, for example, Robert Morris, a graduate student
at Cornell University, released a worm that ultimately infected between five and ten percent of the servers in the world. The
Morris worm was one of the first known cyber attacks. It is also one of the most widespread attacks on record. In 2003, one
of the fastest attacks, the Slammer worm, spread to 75,000 computers in less than ten minutes.
Viruses and worms can be designed to provide a back door to an infected computer, permitting remote access and supporting
denial-of-service attacks. Some programs have the capacity to delete, encrypt, or transmit files from an infected system.
These programs can be used by criminals to steal personal and corporate data, or may be part of an extortion scheme.
One attack targeting a major bank resulted in the theft of personally identifiable information for millions of
customers. Debit cards and personal identification numbers were stolen. This information was used to create
phony debit cards with stolen data embedded on the cards. The cards were then used to withdraw several million
dollars in cash from automatic bank machines around the world.

18
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Trojan horse
Most malicious programs are designed to operate with minimal risk of detection. They are typically disguised as something
normal or desirable, so users are tricked into loading the program on their computer. With a Trojan horse, a user is enticed
to run a program. The program is described in terms that are easily misunderstood and in a way that conceals its harmful
effects. A Trojan horse may be designed to encrypt files, or download and execute malicious functions. Spyware and adware,
for example, deceive the user into providing consent, allowing attackers to argue that they are not in breach of privacy laws.
A Trojan horse is not self-replicating like a computer virus or worm, but it can be programmed to achieve similar objectives.
In particular, a Trojan horse can be used to create a back door and allow an infested computer to be controlled remotely.
Trojan horses account for the majority of new infections of computers.19

Cyber security terms
A variety of terms and expressions are used to describe cyber issues. These terms change frequently as new threats
emerge and attacks evolve. The Government of Canada provides a useful source of information about cyber
expressions through Public Safety Canada’s Get Cyber Safe program. This can be accessed at:
http://www.getcybersafe.gc.ca/cnt/rsrcs/glssr-eng.aspx.
Two other sources of information about cyber terminology include the Glossary of Security Terms provided by the
SANS Institute (http://www.sans.org/security-resources/glossary-of-terms/) and Techterms.com (http://techterms.
com). The SANS Institute is the largest organization in the world providing security training and certification.
Techterms.com is an online dictionary of computer and technology terms.

Supervisory control and data acquisition systems (SCADA)
Over the past 25 years, computer-based control systems have been introduced to monitor and remotely control critical
infrastructure.20 These systems are commonly used across Canada’s critical infrastructure, including electric power generation
and transmission, oil and gas refining and pipelines, water treatment and distribution, and railways and mass transit systems.
Cyber attacks could be used to disable or to gain control over these systems. Increasing connectivity means that the failure of
one critical component may have far-reaching effects over large geographic
areas. Disruptions may have serious commercial and societal consequences
Persistent actions often begin
that cascade across sectors and jurisdictions.
Attackers with basic skills have the potential to cause significant harm, while
sophisticated attackers have the potential to cause catastrophic damage.
Persistent actions often begin with probes to determine the specific nature
of the control systems and the security in place. This may be followed by
spear phishing, watering holes, and other attacks seeking to gain remote
control over the computers of some key individuals who have internal
control over the system. A major attack will require financial resources,
skilled programmers, and patience. Attacks on control systems and critical
infrastructure will likely focus on sabotage that causes physical damage,
disruption, and threats to public safety, rather than espionage that steals
information and trade secrets.
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A 2014 report on cyber threats to Canada’s critical infrastructure describes how systems depend on secure Internet
communications and are vulnerable to attack.21 The banking, insurance, and other financial services industries account for
20 percent of Canada’s annual production and are the largest sector in the country. Banks and the other financial institutions
are heavily dependent on information technology and communications. This report notes that oil and gas industry leaders
have expressed fears that cyber attacks could destroy facilities or severely disrupt production and deliveries to Canadian and
export markets. Canada’s mass transit system may soon become much more dependent on the Internet. For example, the
report describes Bombardier’s Primove as a fully integrated urban public transit system. Wireless technology would be used
to recharge batteries, schedule transit routes, manage ticketing, and many other functions. Canada’s critical infrastructure
depends on secure Internet communications and is vulnerable to cyber attacks.
In 2001, 800,000 litres of untreated sanitary waste was released into the rivers and coastal waters as the result of
a cyber attack in Queensland, Australia.22 An individual decided to attack the waste treatment facility. He was
frustrated with his former employer and unable to secure full-time employment with the local government that
owned the facility. While working with his former employer, the attacker helped to install the control system for
the treatment facility. He gained considerable knowledge about the controls. On at least 46 occasions over a twomonth period he directed radio commands to the sewage equipment controls, eventually resulting in the release
of untreated sanitary waste into local parks, rivers, and the grounds of a Hyatt Regency hotel.
Admiral Michael Rogers, head of the National Security Agency and the top cyber security official in the United States, issued
a warning in late 2014 that three countries may now have the capacity to remotely shut down the national power grid and
other critical infrastructure in the United States.23 In his view, the regular reconnaissance of hackers is a warning that it is
only a matter of time until there is a major attack. NATO organized war games in which member countries responded to
simulated cyber attacks on critical infrastructure. This was the largest known digital warfare exercise to date. On a smaller
scale, attackers could take control of a railroad system and order two trains onto the same track. The resulting collision could
significantly erode public confidence in the safety of the transportation network.
Those managing critical infrastructure have made significant investments in security, including systems to manage the risk
of physical and cyber attacks. Nevertheless, the risk of attacks to gain remote control over critical infrastructure remains a
serious concern.

IN SUMMARY
Infections by malicious software (malware) using Trojan horses and phishing have replaced self-replicating viruses and worms
as the most common forms of attack by cyber criminals. Attackers design strategies and schemes using social engineering
to entice users to download malware. The strategies used by cyber criminals shift and evolve quickly, seeking to stay a step
ahead of security systems. Some current threats, such as Trojan horses and watering holes, did not exist a few years ago. New
threats will emerge over the next five to ten years, likely targeting cloud computing, cell phones, and other devices connected
to the Internet. An effective cyber security strategy must be flexible to evolve with the changing threat.
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Who are the criminals and what are
they after?
Many different kinds of
people use cyberspace to
commit crimes

Many different kinds of people are using cyberspace to commit crimes.
The motivation for most cyber crimes can be clustered into four broad areas:
• Stealing or destroying information

• Digital natives

• Exploiting victims through bullying or stalking

• Disgruntled insiders

• Stealing corporate knowledge and trade secrets
• Attaining political goals through state-sponsored and terrorist attacks

• Professional criminals
• State-sponsored attackers

Those exploiting the Internet range from joy seekers to terrorists. They include
adventurers, cyber pirates, bullies, hackers, stalkers, pedophiles, fraudsters,
extortionists, organized criminals, state-sponsored corporate spies, and terrorists.
Four groups are explored below: digital natives, disgruntled insiders, professional
criminals, and state-sponsored attackers.
The threat to Canada’s insurance industry includes casual hackers, insiders, and
cyber criminals. Casual hackers account for the largest number of attacks on
the insurance industry. Most are testing their ability to break into computer
systems and they do not intend to cause harm. However, some hackers are
policyholders using their computer skills to secure justice for a perceived
mistreatment by their insurer. Insider attacks are rare, but these individuals have
knowledge that can cause great harm to the operations and reputation of their
victims. Cyber criminals have primarily focused on the banking, manufacturing,
and retail industries, but when they turn their attention to insurers they have
the skills to cause considerable damage. Cyber criminals seek to steal private
personal information about consumers and sell it for financial gain or use it for
extortion purposes.

Digital natives

Some hackers are
policyholders using
their computer skills
to secure justice for a
perceived mistreatment
by their insurer.

Most people working in the Canadian insurance industry remember milestones
when digital technologies, like computers and cell phones, were introduced into
workplaces and homes. Some individuals, however, have grown up in a world
that always had the Internet. Marc Prensky has written extensively about learning
and education. He describes people born before 1980 as digital immigrants,
and those born after 1980 as digital natives. Most digital natives are fluent and
comfortable using technology at school, home, and work.24 Cyberspace is a
world that digital natives have known for their entire lives.
Statistics Canada reports almost 85 percent of Canadians between the ages of
16 and 24, but less than 9 percent of Canadians over the age of 65, accessed the
Internet using mobile devices in 2012.25 Digital natives spend more time than
older Canadians on the Internet. Most activities are legal, but some are not.
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The Recording Industry Association of America cites a NPD Group report that in 2009 consumers paid for only 37 percent
of the music downloaded in the United States.26 In 2013, V.I. Labs reported that 43 percent of the software operating in
the world was unlicensed.27 V.I. Labs also cited CodeAmour Intelligence reports that in 2011 the countries with the most
illegal software were China, Russia, Taiwan, and the United States, while Canada was ranked ninth. GO-Gulf reports that 70
percent of individuals see nothing wrong with downloading pirated music and films.28 The use of technology to bully others
may contravene emerging provincial legislation, yet it remains disturbingly commonplace. Most Internet users explore
cyberspace, and some gain access to private and confidential corporate or personal information. Some Canadians use the
Internet to pursue political objectives like civil disobedience, protests, and activism. This may include illegal activities, like
attacks that contribute to denial-of-service.
The number of digital natives in Canada with
the skills to exploit the Internet will increase
over time. The required equipment – a
connected laptop, tablet, desktop computer,
or phone – is becoming more affordable
every year. The software to conduct attacks
can often be freely downloaded. In addition,
relatively few resources have been invested in
law enforcement to detect and catch cyber
criminals, so there appears to be little prospect
of punishment, particularly for cross-border
attacks. There are no firm data on illegal
behaviour by digital natives, particularly for
casual hackers, but it appears to be growing.

The required equipment – a connected laptop, tablet,
desktop computer, or phone – is becoming more
affordable every year. The software to conduct attacks
can often be freely downloaded. In addition, relatively
few resources have been invested in law enforcement
to detect and catch cyber criminals, so there appears
to be little prospect of punishment, particularly for
cross-border attacks.

From the perspective of the insurance industry in Canada, attacks by casual hackers must be addressed due to their
frequency. These include hackers exploring their capacity to break into an insurer’s systems, and policyholders seeking justice
for perceived wrongful action. Casual hackers account for the majority of attacks on the insurance industry (See Appendix
II), and these are expected to increase in frequency over time. The potential consequences of these attacks will grow as the
tools to cause disruption become increasingly available.

Disgruntled insiders and inadvertent actors
IBM reports that most cyber attacks begin outside of the target company, but estimates that 20 percent of incidents involve
malicious insiders.29 A further five percent involve insiders who participate unwittingly. Focusing on data breach attacks,
Verizon reports that deliberate, accidental, or unintentional actions by insiders account for five to ten percent of breaches.30
Verizon reports that only 21 percent of insider breach compromises in 2013 involved remote access and “the majority of
employees perpetrated their acts while in the office right under the noses of their co-workers, rather than hopping through
proxies from the relative safety of their house.”31 Some employees, consultants, and former employees know where the most
valuable information is stored. Insiders and former insiders have the potential to carry out highly damaging and potentially
prolonged attacks, without arousing suspicion until the damage is done.
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Some examples illustrate insider cyber incidents:
• An employee of L’Hôpital Montfort in Ottawa lost a memory stick with records for 25,692 patients, and the
hospital is presently subject to a $40 million class action lawsuit.32
• A Lockheed Martin employee used his company authorization to download hundreds of documents with
confidential trade secrets before resigning and giving the documents to a competitor.33
• An employee resigned who was responsible for identifying acquisition targets for International Airport Centers.
Before he returned his laptop, a secure-delete program wiped the memory. The employer could not undelete
files and investigate if the employee had done anything wrong.34
• A temporary computer technician terminated by Forbes erased all the data on five of the publisher’s eight
servers, and no data could be restored.35
• A temporary employee in the anti-fraud department of the Korea Credit Bureau collected personal information
on a memory stick for more than 20 million individuals over a 15-month period, and then sold the data to
telemarketers.36
Inadvertent actors comprise a small part of the attacker population. These insiders have the potential to cause significant
losses. Company insiders who are unwittingly recruited to aid criminals with malicious intent can contribute to highly
damaging attacks without arousing suspicion. This may involve information stolen from a laptop, tablet, or cell phone. The
stolen information appears to offer authorized outside access to corporate information systems. A major concern is that
attacks may be successfully sustained over a prolonged period of time.

Professional criminals
Cyberspace provides a livelihood for a growing number of criminals. In the past, a few skilled individuals committed
most professional cyber crimes. This is changing. Criminal organizations now frequently work with teams of technology
professionals to plan and commit crimes. Cyber crimes are an
element of a range of traditional illegal activities that include theft,
For example, before the high-profile
fraud, and illegal gambling. The crimes are not new, but they are
2014 attacks on Sony Pictures, the
evolving to take advantage of new technologies.
attackers warned Sony that the company
They are also becoming more widespread and damaging.
would be “bombarded” unless it paid
International criminal networks sometimes bring together
individuals from around the world to commit crimes on an
monetary compensation for perceived
unprecedented scale. Determining attribution is difficult with
damage that had been inflicted.37
cyber attacks, particularly with large, complex attacks across
national borders.
Many cyber criminals are highly skilled. This is their chosen profession, and they have learned how to acquire and apply the
most effective tools of the trade. They are strongly motivated to avoid detection. Professional criminals spend time practicing
and honing their skills in a way that most casual hackers do not. Moreover, their motivation is to secure financial gain through
theft and extortion, so few barriers constrain their attacks. The exploitation of unwitting insiders, for example, may be one
step in a larger attack, with little thought about the impact on the individuals involved.
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Professional criminals often seek to steal personal data and corporate secrets. This information has value and can be sold to
others. It can also be used to extort money from corporate victims. For example, before the high-profile 2014 attacks on Sony
Pictures, the attackers warned Sony that the company would be “bombarded” unless it paid monetary compensation for
perceived damage that had been inflicted.37
Criminals can secure financial gain by selling the information. SecureWorks,
the information security subsidiary of Dell Computers, estimates that for bulk
orders of 2,000 or more, high-quality stolen credit cards can be purchased for
$9 each. Some orders include a complementary training tutorial for hackers
and a “100% satisfaction guarantee or the cards will be replaced.”38 Shear and
Stewart, writing for SecureWorks, report that the personal information needed
to create a new identity can be purchased for $250 to $350. This would include
a working social insurance card with a matching name and address. This is the
information needed to obtain a driver’s licence, birth certificate, or passport.
Alternatively, counterfeit foreign passports can be purchased for between
$200 and $500, and a driver’s licence for between $100 and $150. This may be a
small amount of money for each transaction, but the values accumulate when
the information is sold in volume.

For example, JPMorgan
Chase Bank responded to the
2013 attacks on its systems
with a public commitment to
spend $250 million a year and
maintain a staff of more than
100 individuals to protect itself
from cyber crimes.

A distributed denial-of-service attack is designed to flood a website with so much traffic that the website must go offline and
become inaccessible to users. Symantec, a leading supplier of cyber security services for corporations and Norton products
for individuals, estimates that the going rate for a denial-of-service attack ranges from $5 to over $1,000.39 In contrast, the loss
experienced by the company attacked can be significant. This may include sales lost while a website is not operating, and
sales lost over the long-term if consumers move their business to another company.
The financial gains for criminals are small for a single piece of information but
can be significant when large volumes of information are secured. Moreover,
the greatest value for the stolen data is often found with the company that
has been attacked, so extortion is a growing cyber crime. The proceeds
also appear small when compared to the cost of defending against criminal
attacks. For example, JPMorgan Chase Bank responded to the 2013 attacks
on its systems with a public commitment to spend $250 million a year and
maintain a staff of more than 100 individuals to protect itself from cyber
crimes.

McAfee identified one study
of the cost of cyber crime in
Italy that found actual losses of
$875 million, but recovery and
opportunity costs for the victims
of these attacks was almost
10-fold higher, at $8.5 billion.

A report by Intel Security’s McAfee observes that a criminal may expect to gain $50 if they steal and sell a bicycle that is a
$500 loss for the owner.40 There is a large difference between the gain made by a criminal and the loss experienced by a
victim in the physical world and also in cyberspace. McAfee identified one study of the cost of cyber crime in Italy that found
actual losses of $875 million, but recovery and opportunity costs for the victims of these attacks was almost 10-fold higher, at
$8.5 billion.41

State-sponsored attackers
State-sponsored cyber attacks are an emerging means to achieve political, military, and economic objectives. Most countries,
including Canada, have established active defences against cyber threats. Several countries are now also engaged in attacks.
These countries view cyber attacks as a low-cost, high-payoff way to achieve national goals. This may involve crippling

37
38
39
40
41

15

Byford, “Sony Pictures Hackers Sent Ominous Email to Executives Warning of Attack.”
Shear and Stewart, Underground Hacker Markets, pp. 5 − 6.
Wueest, “The Continued Rise of DDoS Attacks,” p. 12.
McAfee and Center for Strategic and International Studies, Net Losses: Estimating the Global Cost of Cybercrime, p. 6.
Ibid., p. 18.

THE INSURANCE INSTITUTE OF CANADA

WHO ARE THE CRIMINALS AND WHAT ARE THEY AFTER?

foreign financial institutions, stealing military secrets, or disrupting commerce in a rival nation. For example, Appendix III
describes an attack on the chemical industry. There is the potential for state-sponsored attacks on the insurance industry.
With a few exceptions, nation-states are the only organizations with the capacity to conduct large-scale and persistent cyber
attacks. The attacks should not be viewed as ends in themselves, rather they are a means to achieve a variety of political
goals. State-sponsored cyber attacks tend to have a clear motive, and determination of the motive can be essential in
determining who the attackers are and the best defence to mitigate losses.
Attribution of responsibility for cyber attacks is difficult, particularly for state-sponsored incidents. Many attacks are designed
to be covert and these are not visible for the public. Effective attacks include many layers of secrecy. Attacks can be run
through third-party systems or sympathetic arm’s-length organizations. In this way the state that was directing the attack
could deny its involvement. One of the greatest challenges involved in defending against cyber attacks is the problem of
correctly identifying the perpetrator.
Cyber security experts, like Kenneth Geer and others at FireEye, believe that the determination of the most likely source
of a state-sponsored attack should be based on understanding the unique history and political system of each country.42
The distinctive characteristics of state-sponsored attacks frequently reflect the essential qualities of the sponsor nation. As
discussed below, forensic experts at FireEye argue that this is evident in the attacks that appear to have been directed by a
number of countries, including the United States, Russia, and China.

United States
Several leaders from Europe have foresworn the use of cyber attacks, but the United States government appears to have
sponsored several of the most sophisticated cyber attacks. This includes Stuxnet, Duqu, Flame, Gauss, and perhaps Regin.
Stuxnet, for example, is a malware program designed to disrupt Iran’s nuclear enrichment program. The attack was narrowly
focused on a few critical computers, and concealed within apparently legitimate operational data. The program included
many innovative elements that had never been used before (zero-day exploits) and significantly raised the bar in terms of
understanding what is possible to achieve in a cyber attack. Ultimately, the malware destroyed Iran’s centrifuges. Moreover,
Stuxnet has unfortunately become widely available and could be used to support attacks by others, including nation-states
and perhaps terrorists. The experts at FireEye believe that attacks directed by the United States would showcase cuttingedge programming and creativity, require a high level of financial investment, and have significant legal oversight.

Russia
Many Russian criminals use the Internet, but the extent of state-sponsored attacks by Russia is unclear. Computer experts
in Russia are known for their technical skills, capacity for innovation, and ability to remain undetected. The government
appears to have used cyber attacks to shut down Chechen protests. FireEye and others believe that Russia participated
in the infamous denial-of-service attack on Estonia, although the Government of Russia denies any involvement. FireEye
believes that the Red October campaign, spying on millions of Russians, may have involved the government monitoring
its own people. And Russia is thought to be creating chaos in government information systems in Ukraine. Nevertheless,
experts at FireEye are surprised that Russia has not been implicated in more cyber attacks to steal military secrets or disrupt
foreign economies.

China
The Chinese have been implicated in hundreds of cyber attacks on a broad range of targets around the world. This includes
hacking financial institutions, absconding with military technology, stealing manufacturing and communication trade
secrets, and gaining control over critical infrastructure. Chinese attacks often emphasize quantity over quality, often using
brute force attacks in contrast to the more elegant and innovative attacks of the United States and Russia. FireEye reports
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that the vast majority of the state-sponsored cyber incidents appear to involve China, and these attacks are expected to
increase. Chinese malware is often not the most advanced or creative, but it has been effective due to the volume of attacks
and seeming indifference to being caught.

IN SUMMARY
The number of potential cyber attackers is growing each year, and they are becoming more skilled. Attackers include casual
hackers, insiders, professional cyber criminals, and state-sponsored organizations. One of the challenges for Canada’s
insurance industry and others in defending against cyber attacks involves identification of the perpetrator. Attribution of
cyber attacks is notoriously difficult.
• Casual hackers, insiders, cyber criminals, and state-sponsored attackers typically design their attacks to allow deniability.
• Attacks may operate through a network of remotely controlled computers, helping to hide the location where the attack
is initiated and controlled.
• Criminal organizations can be hired to conduct an attack, masking the identity of the perpetrator behind the attack.
• Some cyber criminals use false flag attacks designed to mislead forensic investigators by including clues implicating
someone that is not part of the attack.43
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What are the losses experienced
in cyberspace?
Costs for Businesses

Canadians are among the world’s leaders in embracing the Internet and
reaping its benefits. At the same time, Canadians have not been as enthusiastic
in understanding the vulnerabilities of cyberspace and implementing secure
operating procedures. This combination leaves individuals and businesses in
Canada, including the insurance industry, vulnerable to attack due to the relative
absence of security in the present system.

• Estimated cost of cyber
crime globally: $375 to
$575 billion
• Estimated cost of cyber
crime in Canada: $3 to
$4 billion
• Additional costs that are
hard to quantify: damage
to company reputation,
erosion of consumer
confidence, immediate and
future lost sales as well as
subsequent and necessary
sercurity enhancements

The costs for businesses
Evidence of damage is clear following a vehicle collision or residential fire.
The damage from a cyber crime, however, can be difficult to see and measure.
It takes time before businesses learn that they are victims of a cyber crime.
When an incident is detected, most companies do not report the losses, unless
required by law. Moreover, it is difficult to put a value on the loss experienced.
Nevertheless, Intel’s McAfee and the Center for Strategic and International
Studies estimate the global cost of cyber crime in 2013 was between $375 billion
and $575 billion.45
The global impact of cyber crime is similar to estimates by the United Nations of
the international production, trafficking, and sales of illicit drugs ($400 billion)46
and the worldwide damage resulting from vehicle collisions ($518 billion).47
Cyber losses are significant and warrant increasing attention from businesses,
individuals, and policy makers. But cyber losses do not yet appear to be a large
enough threat to result in a major counter-offensive.

Cyber Crimes Rates
(precent of GDP)

Japan

0.02%

United Kingdom

0.16%

Canada

0.17%

EU

0.41%

China

0.63%

United States

0.64%
Source: McAfee

Each year, more businesses and individuals in Canada experience losses through
cyber crime. This includes the insurance industry. Cyber experts predict that the
losses will grow. They expect that there will be an escalation in the frequency
and severity of loss events. Experts warn of the potential for catastrophic cyber
events resulting in widespread and prolonged disruption and losses.44

McAfee and the Center for Strategic and International Studies estimate that
cyber crime rates in Canada are well below the international average. Estimated
cyber losses in Canada are $3 billion to $4 billion a year or 0.2 percent of the
Gross Domestic Product, while the global rate is four times higher, at 0.8
percent.48 The estimated cost of cyber crime in Canada is much lower than that
in the United States, Germany, and China; similar to the United Kingdom; and
much higher than that in Japan. International variation in losses appears primarily
to reflect differences in the frequency and severity of attacks, rather than
differences in defensive capacity.
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Estimates of the cost of cyber crime tend to focus on shortterm direct damage. The full consequences are difficult
to quantify but are greater than those included in these
measurements. For example, the theft of confidential
consumer information can harm the reputation of a
company, erode consumer confidence, and result in lost
sales. The long-term impacts are typically excluded from
loss estimates, as these losses are hard to quantify. Attacks
can steal intellectual property and other trade secrets, and
cyber attacks have the potential to erode success in the
marketplace. Service disruptions that prevent sales, result in
downtime, and reduce employee productivity are costs that
are difficult to measure.

Insider Attack Discovery Time
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Information has become increasingly available about data
Source: Verizon
breach attacks that result in the theft or loss of personal
consumer information. A 2014 study by the Ponemon
Institute and Hewlett-Packard Enterprise Security found
that it took, on average, 170 days before a data breach was discovered.49 If the attack involved an insider, the time was nearly
twice as long. A further 45 days, on average, is required for the clean up. As a result, it typically takes seven months between
the initiation of an attack and the recovery. Some data breach attacks take a year or more to resolve.
A 2014 Ponemon Institute study sponsored by IBM found that for the companies that experienced a data breach the average
cost per record stolen or lost in 2013 was $145.50 The cost was highest in the health sector ($359). Financial sector costs were
also above average ($206). Costs in the retail sector were much lower ($104).
In 2007, TJX announced that personal consumer
information for more than 45 million credit and
debit cards holders had been compromised.
Early estimates suggested that the breach might
cost the company more than $1 billion, including
one estimate of $4.5 billion.51 In 2014, 25 class
action lawsuits were settled and the retailer
ultimately paid out $177 million dollars.52 This
case demonstrates the significant challenges
associated with assessing the financial impact of
a cyber attack.

Cyber Espionage Discovery Time
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Sony suffered a breach of its PlayStation network
in 2011. This resulted in the possible exposure
of the personal data for all of its customers.
Sony announced costs of ¥14 billion ($170
million).53 The PlayStation network was shut
down for almost one month. The Information
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Commissioner’s Office in the United Kingdom fined Sony £250,000 ($400,000) for exposing the personal data of
about 100 million accounts.54 The Deputy Commissioner David Smith criticized Sony’s cyber security practices
including the comment, “The security measures in place were simply not good enough.”
In 2013, Target experienced a data breach involving information for more than 100 million customers, including
40 million credit cards. Target is facing more than 70 class action lawsuits.55 The company estimates that the
breach may cost $148 million,56 some of which will be recovered from a $100 million cyber insurance policy. Costs
included reimbursement to financial institutions for issuing new credit cards, retrofitting their security systems,
and reduced sales. The CEO and CIO both are no longer with Target, at least in part due to the incident. The
impact on the reputation of Target is hard to quantify, but may be material and sustained.
JPMorgan Chase Bank had the records of 76 million customers compromised in 2013.57 The bank previously made
significant investments in information security; nevertheless, many of its servers were accessed. The bank replaced
much of its information technology infrastructure after the attack, a process that took several months. As a result
of the attack, JPMorgan Chase Bank made a public commitment to a significant and ongoing investment in cyber
security.58
Home Depot experienced a breach in 2014 that compromised 56 million credit cards and stole 53 million email
addresses.59 The hackers initially accessed the company network in April 2014 with the username and password of
a third-party vendor. Between April and September, the attackers were able to access credit card information from
customers shopping at Home Depot stores in the United States and Canada. The company reported $27 million
in related expenses in 2014. Further expenses in 2015 will result from at least 44 lawsuits. Home Depot has $100
million in cyber insurance coverage, with a $7.5 million deductible.
Sony was hit again in late 2014 through its film division. The group responsible threatened to release data
and secrets. Sony refused to meet the ransom demands and the hackers released confidential internal
communications and four films. At the time of writing this report the situation at Sony is still not resolved, and
costs continue to mount. The Sony attack is likely the most costly cyber breach incident to date.

Corporate espionage
While considerable information is available about major data breaches, there is much less information about the frequency
and cost of attacks that seek to steal corporate trade secrets and other confidential company information. Companies
generally choose not to release this kind of information, increasing the challenge of estimating the frequency, severity, and
consequences of these attacks. Some cyber espionage victims are government agencies. The insurance industry is likely
more interested in the risk of corporate espionage in terms of the potential to provide coverage than in the risk that trade
secrets owned by an insurance company would be stolen. In part this reflects extensive regulation of automobile insurance.

National Research Council
In the summer of 2014, the Government of Canada’s National Research Council (NRC) was forced to shut down
its computer network to stop hackers from stealing sensitive information from the Council and its industrial
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partners.60 NRC is the mechanism the federal government uses to partner with private companies to support
industrial research.
The attack began with spear-phishing emails targeting NRC employees.61 The email included malicious links
disguised as safe information. Users who opened the attachments triggered malware that was downloaded using
a vulnerable version of Internet Explorer. The malware allowed the hackers to steal usernames and passwords to
the corporate network. The criminals then sought to steal intellectual property, trade secrets, and other sensitive
information. It remains unclear what was done with the information stolen from the National Research Council.

Nortel
For the majority of 114 years, between 1895 and 2009, Nortel was the largest and most successful technology
company in Canada. In 2004, it was discovered that malicious hackers had gained almost complete access to
the company’s communications systems. The attack likely began in 2000 and was still operating ten years later
when Nortel declared bankruptcy in 2009. Hackers working from Chinese addresses were using passwords from
Nortel executives, including a former CEO, to access emails, research, and business plans. Brian Shields, who led
the internal Nortel investigation of the breach, believes that attacks by criminals working for China’s Huawei
Technologies accessed the CEO’s files and ultimately contributed to the insolvency of Nortel.62 Today, Bell Canada
and many other former Nortel customers purchase telecommunications equipment from Huawei Technologies.

IN SUMMARY
While cyber attacks are less visible than other losses, they are significant. International estimates of the cost of cyber crime are
similar in size to the illegal drug industry and the damage from vehicle collisions. Losses in Canada are lower than in many
other countries, but are a serious and growing threat. These include insurable risks, such as identity theft and data breach
attacks on banks and retail companies. The majority of cyber losses, however, are not presently insurable, including cyber
espionage. The strong dependency of Canadians and Canadian businesses on the Internet increases Canada’s vulnerability to
future cyber attacks.
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Why are severe disruptions expected
to increase?
The major risk of loss
• Theft of intellectual property
• Theft of funds
• Theft of confidential information
• Opportunity cost

Cyberspace has proven to be surprisingly resilient to disruptions. The losses
experienced have been large, but are less significant than expected. Over the
past 25 years, experts predicted a major increase in the frequency and severity of
disruptions. Fortunately this did not occur. Nevertheless, predictions of increased
difficulties in cyberspace remain. In recent years, a consensus has emerged
that cyberspace will become less open, less resilient, and less valuable than the
current system.63
Terms like digital disintegration, cyber
hurricane, and cybergeddon have
emerged to describe the prospect of
extensive, widespread, and persistent
problems. The descriptions of potentially
catastrophic cyber incidents are
frequently compared with hurricanes,
earthquakes, and other natural hazards
that are having a significant impact on
the insurance industry. Some technology
experts predict that the current system
is doomed to collapse. They are
encouraging efforts to build new support
systems for international commerce
and communications to replace the
current ones. At a minimum, the experts
anticipate reduced public confidence
and trust in the Internet over the next
five to ten years as a place for secure
communications and commerce.

The threat of harm appears
to be building faster than the
capacity to prevent and mitigate
catastrophic cyber incidents.

Organizations under
attack may experience
a very difficult week or
two, but they generally
have been able to execute
continuity plans, rebuild
information systems, and
get back to business. The
system has been resilient,
but it is not secure.

There have been disruptions in the past. Some were widespread and affected
many connected to the global system (like the Morris Worm). These occurred
several years ago, did not last long, and did not have major consequences. Most
recent disruptions have been relatively narrow, sometimes inflicting serious
losses on those affected (like Nortel), but affecting a relatively small portion of
the user community. Organizations under attack may experience a very difficult
week or two, but they generally have been able to execute continuity plans,
rebuild information systems, and get back to business. The system has been
resilient, but it is not secure.
Widespread, prolonged disruptions in global communications and commercial
networks have not occurred. However, cyber experts believe that these attacks
will come in the next five to ten years.64 Many anticipate that the first cyber crisis
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will involve an attack on the critical infrastructure of a major economy, such as shutting down the power grid in the United
States. A prolonged attack could have global consequences. Several countries, a few criminal organizations, and perhaps
some terrorist groups have the ability to mount a major, sustained attack. The threat of harm appears to be building faster
than the capacity to prevent and mitigate catastrophic cyber incidents.
An issue of growing concern involves systemic threats in cyberspace. Cyber attacks with catastrophic consequences
were inconceivable to most people a few years ago, but are now seen as inevitable by a growing number of experts.65
Concepts like interdependence and cascading events have recently entered into the discussions about cyber security.
While the Internet has been resilient over the past 25 years, there is a growing sense that the system supporting global
communications and commerce is vulnerable.
Several elements have been identified warning that the resilience of cyberspace is gradually being undermined, increasing
the vulnerability of the Internet and the communications and commerce that it supports:66

• In cyberspace it is easier to attack than defend. The defender must protect all vulnerable points,
while the attacker needs to find one way through the defences.
• Defenders often underestimate the risk of loss. Attackers are learning that the profits from cyber crime are high
and rising, and there is little risk of being caught.
• Many of the tools required to build an attack on global networks are readily available. The key elements can be
downloaded from the Internet and tailored to support a specific attack.
• There continues to be rapid growth in the number of individuals capable of launching an attack.
This includes people, organizations, and countries with the necessary equipment and knowledge.
• The potential rewards from cyber crime continue to grow rapidly, while there is relatively little cost in terms of
people and equipment required to mount an attack.
• Growth in the Internet of things means that billions of devices are being connected online.
There are more entry points to the system and more parts of life that are vulnerable to disruption.
• The interconnectedness and complexity of cyberspace increases the difficulty of identifying attackers and
holding them responsible.
• Cyber warfare is an emerging risk to the critical infrastructure that is essential to support society.
This includes the threat of attack by foreign governments or terrorists.

Cyberspace is increasingly vulnerable to a catastrophic attack that
may undermine the gains made over the last 25 years and block the
advancements expected over the next five to ten years. A foundation
for the success of the Internet has been trust. Unfortunately, gains built
on trust can unwind and be lost quickly when that trust is threatened.
Individual participants, like insurance companies, are actively working
to protect the trust that they have built with their customers and other
stakeholders, but it is unclear who, if anyone, is working to preserve public
trust in the Internet as a whole, or how this can be accomplished.
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customers and other stakeholders.
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WHY ARE SEVERE DISRUPTIONS EXPECTED TO INCREASE?

The major risk of loss
Intel’s McAfee and the Center for Strategic and International Studies estimate that the Internet generates between $2 trillion
and $3 trillion in economic activity around the world each year.67 The McAfee study found that cyber crime extracts between
15 percent and 20 percent of the value generated by the Internet. They report four major types of cyber losses – theft of
intellectual property, theft of funds, theft of confidential information, and opportunity cost. Each of these aspects of the
McAfee report is explored briefly below.

Theft of intellectual property
The largest source of loss from cyber crime involves the theft of trade
secrets and other intellectual property. The actions of some individuals,
companies, and countries to steal intellectual knowledge is an issue
that has affected society for many generations, but the importance of
this problem is increasing in the digital world. The threat of cyber theft
is forcing companies to redirect scarce resources to protect existing
corporate knowledge.

Canadian economic prosperity
is fundamentally reliant on
an open network of global
communications, and there will
be a cost to the quality of life if
Canadians are unable to sustain
the security of cyberspace.

Theft of funds
Financial crime is the second largest source of direct losses from cyber crime. Criminals use data breach attacks on retailers
and direct attacks on financial institutions to secure personal information about tens of millions of people that can be used
to extract money from automatic bank machines, transfer funds between accounts, and support other methods to steal
large sums of money. The theft of financial assets can be readily monetized and used to build on existing criminal activities.

Theft of confidential information
The theft of confidential business and consumer information is the third major source of direct losses. This includes
investment information, exploration findings, and sensitive negotiations data. Some experts anticipate that cyber attacks
will be increasingly used for stock market manipulations through the theft of insider information, acquisition plans, and
other information that could affect company stock prices. Financial manipulation is difficult to detect and can be very
lucrative for criminals.

Opportunity cost
Opportunity cost is the fourth largest consequence of cyber crime. If confidence erodes in the Internet as a trusted place for
commerce and communications, companies and individuals may choose to invest less in research, adopt increasingly riskaverse behaviour, and direct more resources to cyber defence. The world may become a less dynamic and innovative place,
and turn into a place driven more by fear than opportunity. There is a trade-off between risk and reward for individuals and
businesses. Canadian economic prosperity is fundamentally reliant on an open network of global communications, and there
will be a cost to the quality of life if Canadians are unable to sustain the security of cyberspace.

Breach attacks are rising
Research by the Ponemon Institute commissioned by IBM found that 42 percent of data breach events involve malicious or
criminal attacks.68 Malicious attacks are the main cause of breaches. This may involve casual hackers or criminal groups. There
continues to be growth around the globe in the number of disenfranchised people that become hackers. Potential hackers
include individuals with little prospect for meaningful employment, strong computer literacy, and access to the basic tools
needed to conduct an attack on the Internet. Hackers also include a growing number of criminals who are motivated by
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Main Causes of Data Breaches

lucrative rewards and small risk of penalties.
The expectation is that cyber attacks will grow in
frequency and severity over the next five to ten years.
About 30 percent of data breach events in the Ponemon
study involve human error. This includes negligent
employees and contractors. Increasingly, staff members
connect their own laptops, phones, and tablets to the
workplace system, yet fail to follow proper security protocol.
This offers an opening for criminals and casual hackers to
access corporate information. The overall trend has been
toward a growing number of devices connected to the
system, increasing the risk of disruption. Efforts to establish
a stronger corporate culture of security has not kept pace
with actions to make it easier for employees to connect to
the workplace, further increasing the risk of attacks.

Efforts to establish a stronger
corporate culture of security has
not kept pace with actions to
make it easier for employees to
connect to the workplace, further
increasing the risk of attacks.
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42%

Human Error
System Glitch

30%

Source: Ponemon (Cost of Data Breach)

The remaining 29 percent of data breach events involve system glitches.
This may involve information technology or business process failures
that are found to leave the system open to attack. Older, legacy systems
were often not designed to provide high levels of security. Also, large
organizations operate multiple systems, and some parts may be difficult
to bring up to the security standards applied elsewhere in the company.
Company actions to modernize information technology do not appear
able to keep up with the actions of persistent attackers. For example,
companies that seek to patch application and system software within 48
hours of a new security release may find it difficult to get timely patches
for legacy systems.

An assessment of thousands of breach incidents by IBM
found that half of the time (49 percent) the motivation
of attackers is opportunistic.69 Hackers take advantage of
existing vulnerabilities without any specific motivation or
objective. While these attacks are relatively easy to
detect and seldom result in serious harm, they occur
with great frequency so they need to be addressed.
Almost one quarter of the time (23 percent), criminal
attackers are seeking to steal trade secrets, financial
assets, or consumer data. These organized criminal
efforts can be very dangerous and often require the
greatest effort to prevent. And one-sixth of the time
(15 percent) the attacker is an employee who is angry
with the company. Attacks by disgruntled employees
are uncommon, but have the potential to do great
long-term harm to the company and its reputation.
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WHY ARE SEVERE DISRUPTIONS EXPECTED TO INCREASE?

Who governs the Internet?
Many years ago, the initial connections that grew into the Internet involved trusted colleagues in academic and government
research laboratories seeking to work together. Each system was distinct and developed independently. Cyberspace evolved
from techniques introduced to facilitate communications and sharing of knowledge between the systems of trusted
colleagues. During its formative years, the objective of cyberspace was to facilitate communications between independent
systems. Security was not a priority. Protection against hostile attackers was not designed into the early systems.70
Over time, private corporations accelerated the development of the Internet. Presently billions of people and devices can
now interact. Cyberspace may appear to be a single, global network, but in practice it is a patchwork of systems that can
communicate and transfer information. Many groups are beginning to impose regulations on the Internet, both at the
national and international levels, but no organization is in charge. The Internet has emerged as a public good, like fresh air
and clean water, where the use by one individual does not diminish its availability and value to others. Like most public
goods, however, most people assume that cyberspace will always be available, until difficulties arise.
Management of cyber security for the system, when it was
considered, has been viewed as the responsibility of the
individual participants.71 Corporations are expected to protect
their intellectual property and consumer information. Individuals
are expected to protect their personal information. Public
agencies protect the extensive information they have acquired.
The accumulation of the actions of many participants was seen
as the foundation for security of the system. It has been assumed
that the system would be safe if each participant was serious
about security. Moreover, there has been a sense that the failure
to address security issues by some of the participants would
present a risk for those companies and individuals, but that the
system as a whole would not be at risk.

The Internet has emerged as a public
good, like fresh air and clean water,
where the use by one individual does
not diminish its availability and value
to others. Like most public goods,
however, most people assume that
cyberspace will always be available,
until difficulties arise.

This approach has been largely successful over the past 25 years, a period when the Internet was less significant and
less complex than it is now. Moreover, the security interests of individuals, corporations, and governments were largely
converging over most of this period, and the Internet was not essential to support daily needs. Recently, however, the various
stakeholders are increasingly seen as holding diverging interests that are sometimes in conflict.72 For example, Internet
providers have protected the privacy of users, but recently law enforcement officials have presented compelling arguments
that this information should be accessible to prevent or resolve crimes. Is the protection of society from crime more or less
important than the value of personal privacy? Conflicting objectives that were absent or trivial in the past are growing in
importance as various stakeholders explore the security of the system.

It has been argued that
the current system is
unmanageable given its
size and complexity.
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An important risk to the system is the absence of global governance.
Cyberspace has largely grown through the networking of a diverse set of
services developed by private corporations. Public regulation has emerged in
recent years at the national level and is expected to increase, but the system
as a whole is not managed or regulated. Indeed, it has been argued that the
current system is unmanageable given its size and complexity.
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Zurich Insurance, the Atlantic Council, the World Economic Forum, and others have proposed that lessons
learned from the recent global crisis in the financial sector can provide a possible solution for addressing aspects
of the risk of catastrophic failure that is now present in cyberspace.73 The self-interest of individual financial
institutions reduced the risk of bank failures, but a few institutions have the potential to disrupt the entire
financial system. Systemically important financial institutions are now subject to special regulatory attention.
Similarly, there are a few organizations that are essential to the success of Internet. These organizations could be
subject to public supervision. The goal would be to establish regulations to ensure that the system itself is not at
risk, while retaining relatively little regulation for most participants as a means to encourage innovation.

IN SUMMARY
A future where hackers, organized crime, or state-sponsored attackers have an overwhelming advantage over defenders
could be just one technological advance away. The expert consensus is that cyberspace will become a less secure place for
communications and commerce over the next five to ten years, despite the expectation of increasing attention to build greater
cyber security at the corporate and personal level, perhaps with special attention on systemically important institutions.74
In particular, there is growing concern about the risk of catastrophic cyber incidents.
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How can insurers improve their
cyber defenses?
Improving cyber defenses
• Assess current levels of
preparedness and develop
effective cyber security
practices
• Determine accountability
and ownership

Some companies have been employing hackers for more than 40 years to test
the risk of others penetrating their computer security systems. These tests
typically demonstrate that contemporary security controls and practices increase
the difficulty for casual hackers and cyber criminals to penetrate the defenses.
Nevertheless, most systems can be breached by a serious and sustained
attack. Even the best systems are vulnerable.75 Attackers hold an advantage in
cyberspace. How can insurance companies, brokers, and others in the insurance
industry best defend themselves against attacks and minimize losses?

• Evaluate vulnerabilities of
current security systems on
a regular basis

The Canadian Cyber Incident Response Centre (CCIRC) has identified
four strategies that will prevent up to 85 percent of the targeted
cyber attacks:76

• Conduct a situational analysis
to understand and describe the
current cyber security state

• Use application whitelisting to prevent unapproved programs
from running

• Identify, prioritize and protect
essential corporate data

• Update application software with the most recent security releases
• Update operating system software with the most recent
security releases

• Develop an incident
management system
including documentation
and response plans

• Reduce the number of users with administrative privileges
These are technical elements of cyber security strategy. Most
importantly, insurers must establish a company-wide commitment
to information security, including a better cyber risk awareness
throughout the organization.77

• Adopt an enterprise-wide
cyber security policy

For most individual users, improvements, such as using strong passwords,
regularly changing passwords for each device, and prompt updating of software,
may address up to 80 percent of the risk of compromises due to cyber attacks.78
For most individual users,
improvements, such as using
strong passwords, regularly
changing passwords for each
device, and prompt updating
of software, may address up
to 80 percent of the risk of
compromises due to
cyber attacks.

To better defend against attack, businesses and individuals need to focus
on understanding how human behaviour can affect the risk of loss from
cyber attacks. In the past, attacks focused on system flaws and technological
weaknesses. Presently, criminals focus on tricking victims into giving access or
sharing sensitive information. Security will be enhanced if everyone pauses to
think before responding to requests for personal information.
Corporate risk managers have moved away from focusing primarily on
preventing cyber incidents and toward minimizing the risk of loss. The
PricewaterhouseCoopers (PwC) 2015 report Managing cyber risks in an
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interconnected world assesses the responses from a survey of
9,700 international business leaders. PwC include the finding that
“today’s interconnected business ecosystem requires a shift from
security that focuses on prevention and controls to a risk-based
approach that prioritizes an organization’s most valuable assets
and its most relevant threats.”79
Attacks have become, and will remain, so commonplace that the
objective should be to manage regular attacks to minimize the
consequences, rather than seek to achieve the unattainable goal
of eliminating the risk of attack. Security practices must at least
match, if not exceed, those of a company’s peers to ensure that
the company does not become a target of choice.

The four actions that should be taken
by an organization that is “early in the
transformation process” toward more
aggressive and proactive management
of cyber security. First, put a senior
executive in charge. Second, map
threats to the business assets that really
matter. Third, launch priority projects
for early wins. And fourth, accelerate
behaviour through incentives and
experience-based awareness.

Cyber security is not a one-size-fits-all approach. Organizations
have unique risks and different tolerances for loss. To address the specific circumstances of each organization, security
practices will and should differ between organizations and over time. There is no agreement about cyber best practices that
should be applied in all situations.
Changing the Game on Cyber Risk, a 2014 report by Deloitte, sets out the four actions that should be taken by an organization
that is “early in the transformation process” toward more aggressive and proactive management of cyber security. First, put
a senior executive in charge. Second, map threats to the business assets that really matter. Third, launch priority projects for
early wins. And fourth, accelerate behaviour through incentives and experience-based awareness.80
There are several initiatives that provide useful direction for the management and governance of cyber risk. Among them
are the guidance issued in 2013 by the Office of the Superintendent of Financial Institutions (OSFI)81 and the 2014 Framework
for Improving Critical Infrastructure Cybersecurity issued by the National Institute of Standards and Technology in the United
States.82 These are explored below.

A brief history of cyber security
The protection of consumer and company information is a long-standing issue for insurers, both pre-Internet and now.
Procedures once included maintaining hard copies and secondary disk copies of all data, restricting access to sensitive
materials, and generally keeping computers clean to ensure smooth running and prevent inadvertent loss of information.
For many years, information technology professionals managed the detection, response, and threat of cyber attacks.
Technology experts managed the threat that technology might disrupt corporate activity. The threat has evolved from casual
hackers sending infectious worms and viruses to cyber criminals seeking to steal or destroy personal data and corporate
information. The emerging threats were security attacks using technology, such as spear phishing and watering holes, in
addition to the earlier technology attacks using worms and viruses. Many companies developed an approach that combined
the expertise of security specialists and information technology experts.
The introduction of enterprise risk management has been an important recent development to better integrate cyber
security into the mainstream of corporate management and governance. Most banks and insurance companies now use
enterprise risk management, but studies suggest that perhaps 90 percent of the non-financial companies in North America
do not use enterprise risk management, including most small and mid-sized companies.
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With enterprise risk management, technology and security
professionals no longer manage cyber risk in isolation. Cyber risks
are assessed in relation to the other risks facing the company.
This integration supports a better evaluation of the resources that
should be devoted to detecting and mitigating the consequences
of attacks. The governance of corporate risk management can be
used to bring cyber issues to senior management and the board
of directors in a consistent and timely manner. Risk management
also encourages strategies for managing the peril, rather than
reacting to attacks.
The 2014 cyber security framework published in the United States
by the National Institute of Standards and Technology provides a
risk management framework for organizations to do the following:

With enterprise risk management,
technology and security professionals
no longer manage cyber risk in isolation.
Cyber risks are assessed in relation
to the other risks facing the company.
This integration supports a better
evaluation of the resources that should
be devoted to detecting and mitigating
the consequences of attacks.

• Understand and describe their current cyber security state
• Determine their target state for cyber security
• Identify and prioritize opportunities for improvement
• Assess progress toward the target state
• Communicate among stakeholders about cyber security83
This voluntary framework is designed to enable organizations to apply risk management best practices to improve the
security and resilience of critical infrastructure. The framework was designed to be applied regardless of the size, degree of
risk, or extent of technical sophistication of the organization. Moreover, the framework is a living document that will evolve
over time.

OSFI Guidance for assessing cyber security
In October 2013, the Office of the Superintendent of Financial Institutions (OSFI) issued the Cyber Security Self-Assessment
Guidance.84 This template was designed to help banks, insurers, and other financial institutions to assess their current level of
preparedness and develop effective cyber security practices. The voluntary OSFI Guidance includes 89 questions about the
state of cyber security for banks, insurers, and other financial institutions. These questions are organized into six groups that
are explored below:
• Organization and resources
• Cyber risk and control assessment
• Situational awareness
• Threat and vulnerability risk management
• Cyber security incident management
• Cyber security governance
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Organization and resources
OSFI’s Guidance begins with an assessment of accountability and ownership. The company should have a cyber security
framework. The framework should set out who is accountable for maintaining and implementing the plan. The company
should set out the financial and human resources, and authority to do this work. In particular, there should be a group
responsible for threat detection, management, and response. The group members should have sufficient skills and access to
training. Security training and awareness training should be provided to all staff, both new and existing.
OSFI’s Guidance sets out basic questions to assess the company’s capacity to address cyber risks. The questions apply to any
insurance company regardless of the specific circumstances – large or small, Canadian or branch, regional or national, broker
or direct. The company needs to have a plan and the people to implement the plan.
A number of studies show that the frequency of attacks and the severity of losses are reduced for companies that
demonstrate a healthy risk culture with respect to cyber security.85 OSFI’s Guidance sets out the issues that should be
addressed to establish a healthy risk culture, and allows for variation in practices between institutions, based on the risk of loss.

Cyber risk and control assessment
The cyber security system needs to be regularly evaluated, seeking to identify and address potential vulnerability both within
the company and from outside. The evaluation should include the use of third parties to assess the risk of attack, review risks
from outsourcing, and evaluate the vulnerability of critical information technology service providers. Some practices should
include regular penetration tests to identify security control gaps in the network infrastructure, testing with third-party
mitigation service providers, and attack simulations.

Since 2008 the Cyber Incident
Response Centre has published
40 to 90 advisories each year
and issued one to eight alerts.

Within the company there is the potential for human error, vulnerabilities
in legacy systems, and lax security behaviour by employees. Poor
behaviour would include carelessness, perhaps by new employees
unaware of security expectations, and the risk of sabotage by disgruntled
employees. Outside the company, contractors, service providers, and
outsourcers all have access to company data. It is important to evaluate
the company’s vulnerability to internal and external threats on a regular
basis. In addition, regular testing of software and other processes is
important to effectively manage the risk of loss.

Situational awareness
It is essential to understand the cyber risks facing the insurance industry and the circumstances of the insurance company.
This can begin with a comprehensive inventory of the software and hardware used by the company, network maps, and
performance data. The company may maintain a history of security events, including severe and minor events. The history
should also include near misses where some information is available about an attack, even if a loss did not occur. Larger
events should include a detailed evaluation, perhaps with a third-party expert analysis of lessons learned. Insurers should
monitor public warnings and industry research on cyber security. For example, since 2008 the Cyber Incident Response
Centre has published 40 to 90 advisories each year and issued one to eight alerts.

Threat and vulnerability risk management
When considering the nature of cyber attack risk and theft of data, it might be useful to think back to pre-Internet days,
when protecting a company’s corporate information was a matter of placing sensitive papers in locked cabinets and
instituting strict rules as to who had access to the data and under what circumstances. Today, the nature of the safes and
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locked cabinets has shifted to cyberspace. Protecting essential corporate data remains a priority and will determine the
consequences for the company when a theft is attempted. Modern information security programs define categories of
sensitivity and provide the greatest protection to the “crown jewels” – that is, information with the greatest risk of causing
significant harm if stolen or destroyed.
OSFI’s Guidance on threat and vulnerability risk management includes 30 detailed questions on the current industry best
practices. The major issues include data loss detection and prevention, cyber incident detection and mitigation, software
security, network infrastructure, security configuration and management, network access control, outsourcing, and
communications with customers.

Cyber security incident management
The consequences of an attack can be significantly mitigated through a rapid and effective response to an incident. The
company should have a documented incident response plan. Appropriate authorities should be designated to ensure
appropriate command over the response. This may include delegated expenditure authority for minor and severe attacks,
and established criteria for escalation. Procedures should be documented to monitor, analyze, and respond to attacks. There
should be an approved communications plan for key internal stakeholders, including senior management, risk managers, and
the board of directors. There should also be a plan for informing key external stakeholders, such as consumers, regulators, the
media, and critical service providers.
A comprehensive incident management system needs to be implemented
quickly to be effective, but it also must be sustained over a lengthy period
of time. With many significant data breach events, the company may need
months to recover from an attack. Simulations can be powerful tools to
test and evaluate the system. The incident management plan should also
include a post-event evaluation process of lessons learned in order to
improve the company’s capacity to address future incidents.

With many significant data
breach events, the company may
need months to recover from
an attack. Simulations can
be powerful tools to test and
evaluate the system.

Cyber security governance
The final section of OSFI’s Guidance stresses the importance of governance in the effective management of cyber security. It
includes more than two dozen questions probing to ensure that the insurer has an enterprise-wide cyber security policy. The
company needs to ensure that the cyber security policy is consistent with policies dealing with information security, business
continuity, outsourcing, and the company’s overall risk appetite. Appropriate management and board oversight is needed
to support implementation of the cyber security policy. Ideally, the insurer’s cyber security policy should be benchmarked
against that of its peers.

IN SUMMARY
OSFI’s Guidance provides a framework for insurance companies in Canada to assess their preparedness for cyber attacks and
to identify any gaps that should be addressed in their cyber security policy. The Guidance covers six elements that should be
considered in a comprehensive cyber security policy. Each insurer has unique needs and requirements when it comes to cyber
security, and OSFI’s Guidance provides a flexible yet comprehensive framework for this important work.
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Why is the cyber insurance market
now growing?
Current coverage available
• Cyber breach
• Identity theft

Barriers to expanding
coverage
• Determining calculable losses
• Determining accumulated risk
from catastrophic incidents

Complete protection from cyber attacks is unachievable. Cyber insurance can
provide financial protection against some residual risks. Similar to other perils,
companies and individuals work to mitigate the likelihood and consequences of
attacks, and then consider paying a premium to transfer part of the remaining
risk to an insurer. Policyholders expect insurance practices that reward sound risk
mitigation with lower prices and better coverage terms. Consumers also expect
that insurance will be available to cover most of the residual threat of loss from a
broad range of cyber attacks.
Over the next five to ten years, cyber insurance will likely become a standard
purchase for most businesses concerned about data breaches.86 Insurance
will also be important to help individuals manage the threat of identity theft.
However, the market for cyber insurance is very small in relation to the extent of
cyber crime. Cyber insurance premiums presently are less than one-half of one
percent of the estimated $375 billion to $575 billion in annual cyber crime losses.
In contrast, global vehicle and fire insurance premiums are greater than annual
damage from collisions and fire. Most cyber risks are uninsured or presently
uninsurable. The role of insurance to help society manage cyber security is not
comparable to that for perils like vehicle collisions, fire losses, and theft.
Many companies would like to purchase insurance coverage against cyber
attacks that seek to steal corporate secrets, but this is not insurable because of
the absence of information about the frequency, severity, and consequences
of losses. The insurance industry in the United States, in partnership with
government, has begun exploring the idea of insuring against the risk of a
catastrophic cyber attack, but this coverage is presently not available due to lack
of information about attacks and concern about accumulation risk.87

A brief history of cyber insurance
Cyber insurance has been available since the late 1970s. The first insurer offered
information and communications technology coverage.88 In the 1980s, coverage
expanded to include cyber security insurance marketed primarily to banks and
other blue chip corporations. In the 1990s, the cyber insurance market grew
from one insurance company to a few insurers. This was a very small, specialized
market during this formative period.
Breach coverage is the
cyber success story of the
insurance industry over
the past ten years.

The market changed in the late 1990s due to concerns about Y2K, and in the
early 2000s with the 9/11 attacks. These events increased awareness across the
business community about cyber vulnerabilities and the limited protection
provided by traditional insurance coverage. Despite growing interest, virtually
all of the corporate expenditures for cyber security over this period were
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invested in loss mitigation and avoidance, not insurance. The cyber insurance market remained small, and did not meet the
expectations of consumers and the industry.

63 percent of corporate decision
makers were concerned about
the risk of security breach of
customer or employee data,
and 97 percent were directing
similar or increasing resources
to defend against attacks,
but only 36 percent chose to
purchase cyber insurance.

Insurance companies responded to Y2K, 9/11, and emerging information
about the likelihood and potential severity of losses. Caps and limits
on coverage were introduced to control the risk of accumulation, and
insurance companies began to revise wordings to exclude the risk of many
losses from cyber attacks from most general coverages. For example, the
Insurance Services Office’s standard wording for a commercial general
liability policy now excludes cyber risk. Considerable effort in the insurance
industry was directed to the management of cyber issues during this
period, but this did not result in any meaningful expansion of the cyber
insurance market, or to the development of coverages that appealed to
corporate consumers. In 2002, the global cyber insurance market generated
$150 million to $300 million dollars in annual revenues.89

The current cyber insurance products have largely emerged over the past decade. The market is now growing quickly from
a small base. A 2012 survey by Chubb found that 63 percent of corporate decision makers were concerned about the risk
of security breach of customer or employee data, and 97 percent were directing similar or increasing resources to defend
against attacks, but only 36 percent chose to purchase cyber insurance.90
A 2014 survey by Partner Re found that the cyber insurance market grew five-fold between 2006 and 2013, an average annual
rate of growth of almost 30 percent.91 The survey found that more than 90 percent of brokers and underwriters expect
that demand for cyber insurance will increase somewhat or increase significantly. The major drivers for increased demand
are news of cyber related losses, increased
awareness of the threat, and a requirement
Cyber Insurance Plans
for coverage by a third party.92
A 2014 survey of 100 risk managers by
Munich Re found that 82 percent of
corporations were able to find cyber
insurance coverage that met their needs.93
Of the risk managers responding to the
survey, 23 percent do not plan to purchase
cyber insurance, 35 percent will maintain
their current coverage, 18 percent plan to
increase their cyber insurance coverage, and
24 percent plan to purchase coverage for
the first time. This is a strong foundation for
sustained growth of the cyber insurance market.

23%

Purchase for the first time

24%

Increase coverage

35%

Maintain coverage

18%

No plan to buy

Source: Munich Re Cyber Risk Survey

Using reports from a variety of sources, it appears that global sales of cyber insurance premiums were near $0.2 billion in
2002. Over the past decade, the market grew at an average annual rate of about 20 percent to reach $1.5 billion in 2013. If this
market sustains growth of 15 to 20 percent a year, then global cyber insurance premiums will reach $3.5 billion to $4.5 billion
by 2020, and $7.0 billion to $11.1 billion by 2025. There is significant potential for even faster growth.
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WHY IS THE CYBER INSURANCE MARKET NOW GROWING?

Cyber breach coverage
Cyber insurance helped Target and Home Depot significantly lower their breach-related expenses. Breach coverage is the
cyber success story of the insurance industry over the past ten years. Insurance companies active in this market are growing
increasingly comfortable with estimating the likelihood, severity, and consequences of attacks seeking to steal or destroy
personal information. Companies that explored but did not purchase this coverage five years ago are now finding that the
current coverage better meets their needs, and the product has become more affordable.94 Major corporations in some
industries, such as banking, online retail, hotels, restaurants, and healthcare providers, are driving the expansion of the cyber
breach insurance market. Simplified products are now also widely available for most small- and mid-sized companies.
There are large variations from company to company in the specific insurance coverage presently available.95 Most cyber
breach insurance covers losses associated with the following:
• Disclosure injury
• Reputational injury
• Litigation defence costs and regulatory penalties
• Privacy notification expenses and credit monitoring
• Crisis management, including forensics and public relations
• Income lost due to business interruption
• Professional negotiations and funds to pay extortion costs
Insurance does not eliminate the harm experienced by cyber victims; rather, insurance works to reimburse some of the
financial losses. Insurance coverage is designed to encourage actions by policyholders to reduce their risk of loss from cyber
attacks. In particular, the cost to purchase coverage is based on the specific security actions taken by policyholders, so cyber
insurance encourages increased investments in protection from attacks.

Identity theft coverage
Over the past few years, many insurance companies in Canada have begun offering identity theft coverage. This coverage
may be added to home, condominium, or tenant insurance policies. Identity theft coverage has been included at no charge
by some insurance companies or offered as an inexpensive endorsement.
This coverage often includes reimbursement for identity restoration expenses, professional advice, and reimbursement of
lost income resulting from the time required to speak with the police and credit agencies. Policies typically include a cap on
the maximum payment. There are differences in the coverage offered by insurance companies, particularly in the maximum
payment, but the differences are relatively small for a coverage that is new in the market.

Barriers to expanding insurance coverage
If the insurance industry is to expand coverage to presently uninsurable losses, insurers need to know more about the
incidents that are occurring, how to value them, and how to measure the effectiveness of security strategies designed to
prevent and minimize them. The insurance industry is providing coverage to help society better manage the risk of loss
from data breaches and identity theft, but insurance remains largely absent in addressing most other cyber perils. Adverse
selection and moral hazard are long-standing issues that increase the difficulty of providing some insurance coverages,
such as overland flooding, but these are not as significant for cyber insurance. The major obstacles to the development
of insurance coverage for other cyber perils involve difficulties in determining calculable loss and the accumulation risks
associated with catastrophic events, as explored below.
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Sufficient information to determine calculable loss
A barrier to insuring a broader range of cyber risks is the determination of the calculable loss. Unlike most fire losses and
vehicle collisions that are observed and recorded by public officials, similar information is not available about the vast majority
of cyber incidents. Many businesses would like to purchase insurance against losses from corporate espionage. Businesses
would also like to insure against the risk of losses that may occur if cyber criminals gain remote control over the operating
systems of critical infrastructure. However, these perils are largely uninsurable. The vast majority of incidents of this nature are
not reported. Because insurers cannot anticipate with confidence the chance of a loss, this risk cannot be transferred.
Beyond the need for information about the frequency of penetrations are
concerns about severity. Due to a lack of reporting, the insurance industry
does not have reliable information about the severity of cyber incidents.
The theft of a laptop from an employee may reveal a few company secrets,
for example, but the theft would be a less severe loss than if a disgruntled
employee downloaded and shared hundreds of sensitive documents with
a competitor. A hacker who gains remote control over the lighting system
would be a less significant threat than an extortionist who gains control over
the national power grid.

A specific objective would be to
spur the development of broadly
accessible cyber risk actuarial
data needed to advance the
cyber security insurance market
more comprehensively.

Perhaps the greatest challenge involves quantifying the consequences of the attack. The cost of replacing a laptop is easy
to estimate, but it is difficult to put a value on the stolen corporate information on the computer. The costs may eventually
be revealed in terms of lost future sales, but these are difficult to determine at the time of the incident. The concept of
calculable loss is essential for insurability. The risk of cyber attacks to steal intellectual property or gain remote control over
operating systems is largely uninsurable at this time due to the absence of data about the frequency, severity, and value of
the losses.
Some insurance companies provide cyber insurance coverage using manuscripted policies. These client-specific agreements
are custom drafted to address the specific needs of a policyholder. Coverages may include otherwise uninsurable risks,
because the insurance company is able to secure sufficient information from the client and to consider the risk, but similar
coverage cannot be offered to other companies.
The cyber security strategy for the United States has included a provision since 2010 for the federal government to explore
collecting and sharing information about the frequency and severity of cyber attacks.96 Homeland Security held a series
of meetings with insurance and risk management experts to identify and address barriers to the provision of insurance,
including the idea of establishing a data repository. A specific objective would be to spur the development of broadly
accessible cyber risk actuarial data needed to advance the cyber security insurance market more comprehensively. The
group is exploring how to pool and share cyber incident information, on an anonymized basis, and make it accessible to
insurance carriers and other risk management professionals.
A repository may also provide a benchmark for organizations to assess their
current cyber risk management performance against their peers, inform
cyber security best practices, and better support the assessment of risk
accumulation. Much insurance work revolves around predicting future
losses – specifically the likelihood of events and their associated damages.
A repository of cyber incident information would build a history of loss
events that can be assessed over time.

A repository of cyber incident
information would build a
history of loss events that can
be assessed over time.

96 White House, “Presidential Executive Order 13549” in 2010, “Executive Order 13636” in 2013, and the Cybersecurity Framework in 2014 are some
elements of long-standing commitment to increase the volume, timeliness and quality of cyber threat information sharing as a foundation of cyber security
policy in the United States.
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The lack of available data about the frequency, severity, and
consequences of cyber attacks is a barrier to the expansion of the cyber
insurance market beyond breach attacks and identity theft. Insurance
companies need to determine the calculable loss if they are to consider
accepting the transfer of the residual risk from consumers, and an
absence of data prevents insurers from assuming this role for many
aspects of cyber risk.

Sufficient information to determine the accumulated
risk from catastrophic incidents

A cyber attack capable of
taking down the national
power grid, disrupting air and
rail traffic, shutting down the
water supply, bringing chaos
to communications systems, or
otherwise threatening critical
infrastructure would create
severe disruptions for society.
This kind of catastrophic incident
is presently uninsurable.

A second barrier involves accumulation risk. A cyber attack capable
of taking down the national power grid, disrupting air and rail traffic,
shutting down the water supply, bringing chaos to communications
systems, or otherwise threatening critical infrastructure would create
severe disruptions for society. This kind of catastrophic incident is
presently uninsurable. Insurance companies do not have sufficient information to assess the likelihood and consequences of
a serious attack. Moreover, while insurance may be sufficient to cover the individual risks of loss, the industry may be unable
to cover the accumulation of losses across society. For a catastrophic cyber attack, it is recognized that the risk of loss is not
independent, although the extent of the correlation may not be fully understood at this time.

Insurance coverage is possible for some large, correlated loss events, like a major urban earthquake, if the probable maximum
loss can be estimated and managed. The key to insurability is information about the likelihood and potential consequences
of a catastrophic loss event.
Insurance companies have struggled to estimate the probable effects of a cyber attack on critical infrastructure – key
information needed to extend and price first-party coverage. Cyber incident models and simulations would help insurance
companies understand the potential loss from attacks on critical infrastructure and determine who would be responsible for
paying the cost to restore it. The components that present the greatest concern from a business interruption perspective can
be tested in models, helping to identify the controls that would have the
greatest mitigation effect.
A major obstacle to advance first-party cyber insurance arises from the
ongoing uncertainty about how large cyber-related critical infrastructure
losses may become. The industry needs a better understanding of
what losses could be anticipated. Insurance companies need to know
more about the potential for cascading effects to better understand
risk accumulation. A tabletop exercise where public and private sector
stakeholders jointly respond to a simulated major cyber attack could
provide a useful starting point for cyber incident consequence analysis.

Major attacks on the power
grid or the Internet itself
are examples of perils with
widespread implications that
are poorly understood at
present in terms of likelihood,
consequence, and accumulation.

In situations where the potential loss exceeds the capacity of the insurance industry, insurers may provide coverage if
the federal government is willing to provide a backstop by agreeing to act as the insurer of last resort. This may involve a
situation where a very large number of policyholders are impacted by a single event. Development of an insurance market
for catastrophic cyber risks may require information about the probable maximum loss, but may also require the creation of
a backstop.
Insurers are confident that they have the funds to pay the losses from cyber attacks when there are few cyber victims, but
the companies need to understand the potential consequences of a cyber incident that could result in claims from tens
of millions or perhaps hundreds of millions of customers simultaneously. Major attacks on the power grid or the Internet
itself are examples of perils with widespread implications that are poorly understood at present in terms of likelihood,
consequence, and accumulation.
EMERGING ISSUES RESEARCH SERIES
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IN SUMMARY
Insurance coverage for cyber breach attacks and identity theft are recent successes of the insurance industry. Over the next
five to ten years, cyber breach coverage is expected to extend to companies, large and small, across North America and
Europe. The size of the cyber breach and identity theft insurance market may increase by more than five-fold over the next
decade. The coverage is useful for companies and individuals and has become more affordable. Some insurance companies
in Canada currently purchase cyber coverage and most are expected to explore the idea of purchasing coverage over the next
five to ten years.
Most other cyber perils are presently uninsurable. These perils include the risk of attacks to steal corporate secrets or to
gain remote control over the operations of a company. Another peril is the risk of catastrophic attacks to disrupt or destroy
a society’s critical infrastructure. Over time, some of these risks may become insurable. A barrier to the expansion of cyber
insurance markets involves the lack of information about the likelihood, severity, and consequences of major attacks needed
to determine the calculable loss. A second barrier to the expansion of cyber insurance markets involves accumulation risk
associated with catastrophic attacks that must be managed to ensure that they do not overwhelm the financial capacity of
insurance companies.
Insurance support for society’s management of many other perils – vehicle collisions, fire, and theft – evolved over many
decades. When a serious effort is made to collect data about the likelihood and consequences of cyber attacks, it will
likely take more than a decade until sufficient information is available to support a rigorous actuarial analysis of the risks.
Insurability will likely extend to a variety of cyber risks over the long term, but the primary focus of cyber insurance over the
next five to ten years is expected to remain on data breach and identity theft.
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How will evolving regulations
affect cyberspace?
Canada’s cyber security
strategy
• Securing government systems
• Partnering with private sector to
secure other vital systems
• Helping Canadians to be
safe online

Cyberspace is a complex web of private and public responsibility subject to
growing attention from government regulatory agencies. Several national and
international organizations are working to address cyber security, but the many
actors involved are not in agreement about the objectives. The cyber security
effort has been described by Ron Deibert, Director of the Canadian Centre for
Global Security Studies, as one of “intense contestation.”97 Many participants
have an interest in shaping the future of cyberspace to secure a strategic
advantage for their organization or nation.
Some, like Lloyd’s, have been encouraging the insurance industry to become
active in the national and global discussions about cyberspace.98 Others, such
as the World Economic Forum, have been describing specific ideas insurers and
other corporations should promote concerning international regulation of the
Internet.99 A natural role for the insurance industry would involve partnering with
government agencies to promote safe cyber practices, just as the industry has
been a champion for fire prevention, road safety, and crime prevention.

A natural role for the insurance
industry would involve
partnering with government
agencies to promote safe cyber
practices, just as the industry
has been a champion for fire
prevention, road safety, and
crime prevention.

“In hindsight, it was folly to
examine [financial solvency]
risks one organization at
a time, while ignoring the
interconnections. Yet this
is how cyber attacks are
looked at today.”

The Internet has emerged as an essential foundation supporting
communications and commerce in market economies. Cyberspace also
facilitates the free exchange of ideas and knowledge, a system that is critical
to the support of successful democracies. In market-based democracies,
Internet reform efforts focus on the introduction of legislative and enforcement
protection for specific needs, like the protection of intellectual property, privacy,
and the rights of children. Some countries, like the United States, speak openly
about their view that cyberspace should support the expansion of market-based
democratic approaches around the world, with minimal regulation.100
However, many countries are not market-based democracies, and they are
pursuing reforms in cyberspace to advance a different agenda. Some countries
seek to secure the right to monitor communications as a tool to manage dissent.
State-sponsored agencies may be directed to secure intellectual knowledge that
can advance the capacity of local producers. Moreover, establishing a global
leadership organization for managing cyber security may be an approach that
serves to diminish the overall influence of the United States and Europe in global
economic affairs.
The complexity of the issues in cyberspace is much more intractable than the
debate between two points of view. For example, the United States has been
outspoken about the value of private sector leadership continuing for the
management of cyberspace and the importance of protecting privacy and
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intellectual property, yet they have introduced an aggressive system of monitoring communications within the context of
national security. The Internet was established and initially governed by a small group of like-minded computer engineers.
Today, there are many actors interested in cyberspace governance, and the stakeholders have complex and conflicting
objectives.
The Internet has its roots in Europe and the United States, and its early development reflects the values of western industrial
countries. However, the majority of Internet users are now located elsewhere in the world. Moreover, developing countries
will continue to experience the fastest growth in the number of users. People in these countries seek to ensure that their
values are reflected in emerging reforms. For example, most communication in cyberspace is in English, but Russian
authorities have been providing a Cyrillic top-level domain since 2010, while Chinese authorities control the provision of
Chinese language services. For better or worse, cyberspace is becoming more complex.
Beyond actions to encourage linguistic communities to express
themselves online, there are less visible efforts underway to use
cyberspace to impose social and political norms. For example,
the OpenNet Initiative reported that more than 40 countries
now engage in Internet content filtering to some extent.101 The
Initiative calculated that 47 percent of global Internet users are
now subject to some degree of censorship. Certain countries
are using censorship to control dissent and confront opposition.
Democratic countries justify filtering as a mechanism to protect
intellectual property, confront sexual exploitation of children, and
tackle hate crimes.

The difference between cyber security
and information security is an important
distinction that helps to explain the
impasse between western nations and
countries such as Russia and China.
Cyber security focuses on the technical
security of hardware, software, and
data and its transmission.

The difference between cyber security and information security is an important distinction that helps to explain the impasse
between western nations and countries such as Russia and China. Cyber security focuses on the technical security of
hardware, software, and data and its transmission. The United States, Canada, and many of the countries in Europe would like
international discussions to focus exclusively on these issues. Information security includes all aspects of technical security,
but also the content of the cyber data – usually for the purposes of censorship. China and many other countries would like to
explore this broader set of issues.
Some in the business community, as articulated by Zurich Insurance and
the Atlantic Council, propose that regulation of cyberspace should be
viewed as primarily an economic issue.102 They acknowledge the complexity
and difficulty in finding solutions to the systemic risk of Internet security,
nevertheless they identify solutions found in economic policy that could
be adapted to address the challenges in cyberspace. These include efforts
to protect property rights, promote free trade, and minimize regulation.
Several of these efforts have been sustained over many decades, across
many nations.

Information security includes
all aspects of technical security,
but also the content of the cyber
data – usually for the purposes
of censorship.

The World Economic Forum identifies the 2008 financial crisis as a learning opportunity to guide the discussion about cyber
security.103 Prior to the financial crisis, security in the international banking system was based primarily on the independent
actions of many participants. Recently regulations have been introduced to address systemic risks. In particular, greater
regulatory attention has focused on the extensive interconnections of systemically important institutions – those banks
and insurance companies that, if they should fail, could place the global financial system at risk. Zurich and the Atlantic

101 Deibert, “Distributed Security as Cyber Strategy,” p. 7.
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Council observe, “In hindsight, it was folly to examine [financial solvency] risks one organization at a time, while ignoring
the interconnections. Yet this is how cyber attacks are looked at today.”104 Increased regulatory monitoring of the major
participants supporting the Internet may reduce risks to the system and preserve the benefits of minimal regulation for
most participants.
Risk management is emerging as an essential tool for managing issues in the private and public sectors. In particular, there
is growing emphasis on integrating the management of a range of risks rather than technical planning for narrowly defined
individual risks. This includes adopting an enterprise-wide perspective in private companies. A risk management perspective
is also emerging in the public sector, where actions now are frequently developed to work across departments and agencies.
Risk appetite and risk tolerance are concepts that provide risk management goals for decision-makers. Many significant risks
cannot be eliminated, but they can be reduced to an acceptable level. Accordingly, risk mitigation has begun to replace risk
elimination as the objective of cyber risk management.
Most importantly, the risk management approach to addressing priority issues increasingly involves establishing a culture of
long-term thinking. This can be challenging for private corporations, whose financial performance is subject to judgment
and external review each quarter. Long-term thinking is also difficult in the public sector, with daily judgment offered by
opposition parties and the media, and a short-term electoral cycle. Long-term thinking, however, is essential in order to
confront risks like cyber security.

Canada’s cyber security strategy
The Government of Canada joined the international discussion about cyber security in 2010 with the publication Canada’s
Cyber Security Strategy for a Stronger and More Prosperous Canada.105 The report set out a five-year plan of action in three areas:
securing government systems, partnering with the private sector to secure other vital systems, and helping Canadians to be
safe online.
Shared Services Canada, the Treasury Board, Public Works and Government Services Canada, and other federal agencies are
working to consolidate information and technology services for the Government of Canada. The objective is to improve
defensibility through built-in redundancies, and reduce the number of network connections to the Internet.
The initial five-year plan focuses on securing information managed by the Government of Canada. The legal mandate of
Communications Security Establishment Canada, however, is to “provide advice, guidance and services to help ensure the
protection of electronic information and the information infrastructure of importance to the Government of Canada.”
That is to say that the Government of Canada has the legislative authority to extend its cyber security efforts to deal with
critical infrastructure, and 85 percent of these systems are owned by the provinces or private industry.
The strategy sets out ten sectors where the Government of
Canada seeks to partner with private industry in addressing
cyber security issues. Finance Canada has the lead for dealing
with banking and insurance companies, one of the ten critical
sectors. The Office of the Superintendent of Financial Institutions
issued cyber security self-assessment guidance in 2013 to the
financial institutions that it regulates, and discusses security
practices during on-site supervisory visits with each institution.
Communications Security Establishment Canada is responsible for
the Government of Canada’s incident response co-ordination.

The Office of the Superintendent of
Financial Institutions issued cyber
security self-assessment guidance in
2013 to the financial institutions that
it regulates, and discusses security
practices during on-site supervisory
visits with each institution.

104 Zurich Insurance and the Atlantic Council, “Beyond Data Breaches,” p. 1.
105 Canada, Canada’s Cyber Security Strategy.
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Public Safety Canada has been directed to help Canadians protect
themselves and their personal information online. Primarily, this
involves a national awareness campaign seeking to inform and
empower Canadians about cyber security.

The best defence involves a robust
offence based on intelligence.
According to CSIS, Canada should
build its capacity to identify and
forestall prospective threats. Canada
should strive to deny terrorists and
nation-states the means to conduct
attacks within Canadian borders.

Public Safety Canada is also managing the national strategy for
critical infrastructure. This includes the National Cross-Sector
Forum where public and private sector leaders from the ten
identified critical infrastructure sector networks work together
and exchange ideas about cyber security. Public Safety Canada
also manages the Cyber Incident Response Centre to co-ordinate
federal responses to cyber security incidents and protect critical infrastructure. The Royal Canadian Mounted Police (RCMP)
established a Critical Infrastructure Intelligence Team to examine physical and cyber threats, including a Suspicious Incident
Reporting system. The RCMP report Cybercrime: An Overview of Incidents and Issues provides several case studies of incidents
in Canada.106
A particularly bold initiative was set out by the Canadian Security and Intelligence Service (CSIS) in its 2012 report Assessing
Cyber Threats to Canadian Infrastructure.107 This paper for CSIS by Gendron and Rudner proposes a proactive intelligence
approach to cyber security for critical infrastructure. The objective would be to detect and forestall cyber threats.
This challenges the conventional view that cyber security must always be a defensive effort, with an emphasis on
technical solutions.

Moving from the view of individual and corporate actions to defend digital assets to a national perspective of defending
Canada’s information-based society, CSIS brings forward the idea that the best defence involves a robust offence based on
intelligence. According to CSIS, Canada should build its capacity to identify and forestall prospective threats. Canada should
strive to deny terrorists and nation-states the means to conduct attacks within Canadian borders. A challenge is determining
the means to harness this capacity and make it available to key decision-makers in the public and private sectors.
Canada’s Cyber Security Strategy was generally well received
The Canadian strategy moves directly
and recognized as consistent with the strategies set out by the
to commitments to act in the three
United States, the United Kingdom, Australia, and New Zealand.
The Canadian strategy moves directly to commitments to act
areas – securing government systems,
in the three areas – securing government systems, partnering
partnering with the private sector to
with the private sector to secure other vital systems, and helping
secure other vital systems, and helping
Canadians to be safe online. However, the strategy has been
Canadians to be safe online.
criticized for failing to explore the importance of cyberspace itself.
Critics maintain that the strategy does not address the importance
of open communication for achieving Canada’s interests as a democratic, market-based economy. The strongest criticisms
have been directed at the absence of details about international dimensions of cyberspace security. The risks to cyberspace
in Canada will not be resolved in isolation and will require participation in global discussions.
The insurance industry may want to explore options with the federal government for expanding the role of cyber insurance
in Canada. Increased use of insurance would help Canadians mitigate the losses from cyber incidents and enhance their
resilience to future attacks. Promoting cyber insurance would increase the financial incentives for businesses to invest in
cyber security as a means of managing the cost of coverage. A shared interest in loss mitigation and incident prevention
suggests that the insurance industry and the federal government may be natural allies in promoting cyber security, sharing
the desire to apply a risk management approach to security issues.

106 Royal Canadian Mounted Police, Cybercrime: An Overview of Incidents and Issues.
107 Gendron and Rudner, Assessing Cyber Threats to Canadian Infrastructure, p. 43.
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HOW WILL EVOLVING REGULATIONS AFFECT CYBERSPACE?

Insurance companies providing cyber coverage should press for the government to provide more information about
the frequency, severity, and consequences of attacks. There is scope for joint exercises simulating attacks on critical
infrastructure to better understand the worst-case scenarios and best practices to mitigate the potential loss. Companies
may even explore the idea of providing coverage for a catastrophic cyber incident if the government is willing to commit to
a financial backstop.

Privacy legislation and breach notification
The Canadian insurance industry, through the Insurance Bureau of Canada, has been an active participant for many years in
the development of privacy legislation. Alberta and federal privacy legislation requires notification to consumers if there has
been a breach of personal information.108 Work is underway toward the introduction of mandatory disclosure requirements
in the Quebec and Ontario privacy legislation. Mandatory breach disclosure requirements should be an essential component
of Canada’s cyber security strategy. Presently, most cyber incidents are not reported, or reports are incomplete and delayed.
Canadians would benefit from a clear statement of expectations to ensure that their personal information is properly secure
when it is shared with third parties. If a breach does occur, Canadians
deserve timely and appropriate notification.
A 2013 survey by Phoenix Strategic Perspectives, sponsored by the
Office of the Privacy Commissioner of Canada, found that 97 percent
of Canadians want to be notified if their personal information is
accidentally or deliberately disclosed. However, an alarming 59
percent believe that they will not be notified if a breach does
occur.109 Consumer confidence that they will be notified is low.
Canadians would like assurances that they will be informed if a
breach does occur.

Mandatory breach disclosure
requirements should be an essential
component of Canada’s cyber
security strategy. Presently, most
cyber incidents are not reported, or
reports are incomplete and delayed.

The 2014 report by the Office of the Privacy Commissioner, Privacy and Cyber Security, notes that “the interconnectivity and
shared risks in cyberspace puts responsibility of all stakeholders to shape cyberspace and cyber security on a foundation
of enduring trust.” The report also indicates that “Undertaking preventative measures to ensure security – and informing
consumers about the potential risks – can foster trust in individuals using the Internet.”110
Breach notification and disclosure requirements are important drivers in the recent expansion of the cyber insurance market
in the United States. Moreover, legislation and regulations should not be the primary drivers of disclosure practices. Good
corporate practice should include a commitment to communicate with consumers after a breach.
Some jurisdictions around the world, like the United Kingdom, have
introduced fines and regulatory charges for corporations that fail to
adequately protect personal consumer information. Insurance companies
should consider sharing their views about this approach when fines and
penalties are considered by federal and provincial officials in Canada, and
clarify the role of cyber insurance in covering this charge.

Good corporate practice
should include a commitment
to communicate with
consumers after a breach.

108 Tyndale and Morgan, “Cyber Liability,” p. 11.
109 Phoenix Strategic Perspectives, Survey of Canadians on Privacy-Related Issues, p. 14.
110 Privacy Commissioner of Canada, Privacy and Cyber Security, pp. 8 - 9.
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Regulation of the Internet
There is also scope for the insurance industry to participate in the broader discussion about the future of cyberspace. Some
questions that could be addressed include the following:
• Can the current largely unregulated system be sustained?
• Should control of cyberspace remain primarily in the private sector, with limited public regulation to deal with
exploitation of children, bullying, and privacy of personal information?
• What role should be allowed for censorship by public agencies?
• Should there be special legal provisions for addressing the threat of terrorism and hate crimes?
• What powers, tools, and resources should be given to the police to combat cyber crime?
• How should cyber crime issues be best addressed at the local, national, and international level, given the significant
differences in capacity and resources?
• Should Canada establish a national plan to prevent cyber attacks through intelligence?

IN SUMMARY
Over many decades, the insurance industry has become a leader in the promotion of road safety, crime prevention, and fire
prevention. There is scope for the industry to play a similar role in promoting safe practices in cyberspace. The goals of the
criminals are largely unchanged, with a focus on theft, fraud, and extortion, but the tools are constantly evolving. The insurance
industry has the potential to build important partnerships in the emerging efforts to promote cyber security. Actions to promote
cyber security would be consistent with the long-term objectives and practices of the insurance industry:
• Partner with the federal government’s Get Cyber Safe public awareness campaign
• Support the proposal by the Canadian Association of Chiefs of Police to develop a national cyber crime strategy with
enhanced interagency capacity, operational plans, and data collection
• Press for greater disclosure about the frequency and consequences of cyber attacks
• Sponsor simulations and research to assess the impact of large-scale incidents
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Recommendations for the
insurance industry
Cyber risks are anticipated
to increase over the next
five to ten years
Contributing factors
• Continued exponential growth
of the Internet of things
• More and more
communications and
commerce online
• Ease and capacity to launch
cyber attacks on individuals,
corporations, countries and
the Internet itself

Consequences
• Cyber security now third most
important issue facing p&c
insurance industry
• Cyber security is identified as
the most underestimated risk
by business leaders
• Premiums for current levels
of cyber coverage completely
inadequate

Canadians have embraced cyberspace as a safe place for commerce and
communications. Over the next five to ten years, the finance, transportation,
communications, and retail industries are some sectors that plan to introduce
new products and services that are dependent on the Internet.
Experts warn, however, that cyber attacks on individuals, corporations, and the
Internet itself are going to increase in frequency and severity over the next five
to ten years. Cyberspace is expected to become less resilient, available, and
robust than what has been experienced over the past 25 years.

Insurers resilient to cyber attacks
Cyber security was identified as the third most important issue facing the
property and casualty insurance industry today in a recent KMPG survey of
Canadian industry leaders. At the same time, cyber security was identified as
the most underestimated risk in a recent Allianz survey of international business
leaders. Customer information must be protected from cyber criminals. The use
of technology to enhance relations with consumers and company operations
must be secure. Insurers must protect their corporate knowledge and systems.
Cyber security is important for the Canadian insurance industry.
Even the best security system can be overwhelmed by persistent attacks.
Nevertheless, there are practices to increase resilience to attacks and limit the
financial and reputational consequences when an incident does occur. OSFI has
provided flexible and comprehensive guidance for insurance companies and
other financial institutions to strengthen their cyber security plans. These plans
should include technology and behavioural elements.
Three recommendations for the insurance industry in Canada to
improve resilience to cyber attacks:
• Appoint a senior executive to develop and implement a
comprehensive plan to manage and reduce the long-term
consequences of cyber risks.
• Identify the consumer information and the corporate knowledge
that matters most, and direct the highest protection effort to
shield these critical assets.
• Build a corporate culture of cyber security that includes actions to
address technological threats and security training for employees.

Insurance solutions for society
Insurance is the business of risk management. Society benefits when
insurers quantify the risk of loss, incentivize investments in mitigation, model
catastrophic events, promote consumer awareness, and contribute to sound
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government regulation. Over the past decade, the insurance industry has begun to address the risk of identity theft for
individuals and data breach attacks on corporations. Insurance coverage for these perils is expected to expand over the next five
to ten years.
Most cyber risks, however, are presently not covered by insurance. Over the long term, cyber insurance markets
should expand beyond the risk of identity theft and data breach. Insurers need to work with governments and
other stakeholders to confront the major barriers to expansion:
•

Determine calculable loss by securing data about the likelihood and consequences of cyber attacks.

•

Understand accumulation risk, including the threat of catastrophic attacks on critical infrastructure.

Increasingly, the Canadian insurance industry should participate in the policy discussions about cyber security. The longstanding tradition of the insurance industry to champion road safety, crime prevention, and fire prevention provides a
foundation for similar participation in efforts to promote safe practices online. The insurance industry should also develop
views on breach notification, cyber defense through intelligence, and other cyber security issues.
Three recommendations for the insurance industry to provide solutions for cyber risks in Canada:
• Build the market over the next five to ten years until most businesses, homeowners, and tenants consider
cyber insurance for the risk of loss from data breach and identity theft.
• Work with governments and other stakeholders to establish conditions over the medium and long term to
expand insurance coverage to other cyber risks in Canada.
• Work with the federal and provincial governments, law enforcement officials, and other stakeholders to
champion practices to keep Canadians safe online.
Despite the efforts of the insurance industry and others to address cyber risks, external forces are likely to bring great
change in cyberspace over the next five to ten years. Experts warn that cyberspace will become increasing less reliable as a
foundation for commerce and communications. In Canada and around the world, the frequency and consequences of cyber
attacks are expected to increase. These expectations add to the importance of investing now to prepare for the risks ahead.
This is a critical time for the Canadian insurance industry to explore cyber security.
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Other Internet Resources
Internet Live Stats is a site that provides live updates of statistics pertaining to global internet use. The statistics provided in
this paper were up to date as of 1 March 2015, but will have changed since then.
www.internetlivestats.com
V.I. Labs’ Software Piracy Stat Watch is a site that provides statistics pertaining to software piracy. The statistics provided in
this paper were up to date as of 1 March 2015, but will have changed since then.
http://www.vilabs.com/resource-section/stat-watch
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APPENDIX II – A SURVEY OF CYBER SECURITY PRACTICES BY INSURERS

Appendix II – A survey of cyber security practices by insurers
In February 2015, the New York State Department of Financial Services released the results of a survey of cyber security
practices in the insurance sector.111 Twelve property and casualty insurers responded to the regulator’s survey on cyber
security. Some highlights include:

Data breach incidents for insurers
One of the 12 insurers reported more than ten successful breach attacks over the last three years.
Five of the 12 insurers reported between one and five successful breach attacks over the last three years.
Six of the 12 insurers reported no successful breach attacks over the last three years.
Techniques used for breach attacks on insurers
Malware (58%), phishing (33%), botnets (33%), pharming (25%), and other (33%).

Consequences of attacks on insurers
One of the 12 insurers reported a financial loss of between $6 million and $10 million.
One of the 12 insurers reported a financial loss of between $250,000 and $500,000.
Two of the 12 insurers reported a financial loss of less than $250,000.
Seven of the 12 insurers reported no financial losses over the past three years.

Information security framework
Eleven of the 12 insurers have an information security framework in place. This includes a written information security
policy, a designated communications officer for breach-related inquires, incident monitoring, an incident reporting system,
information security audits, and training for employees.
Ten of the 12 insurers have a communications plan for informing stakeholders affected by a breach.
Nine of the 12 insurers have a designated information security executive, often reporting to the CIO.

Cyber security defense
All of the 12 insurers use anti-virus software, malicious code detection software, firewalls, intrusion detection tools,
encryption for data in transit, and login passwords.
All of the 12 insurers use penetration testing (44% annual, 19% quarterly, 30% monthly).
All of the 12 insurers have policies in place for the use of mobile devices.
Nine of the 12 insurers have policies to mitigate the security risks associated with cloud computing.
Three of the 12 insurers use biometrics, such as fingerprints and retinal scans.

Cyber security budget
Eight of the 12 insurers report information security spending is 3% to 5% of their overall budget.
Two of the 12 insurers report information security spending is 1% to 2% of their overall budget.
Two of the 12 insurers report information security spending is less than 1% of their budget.
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APPENDIX II – CASE STUDY FROM THE CHEMICAL INDUSTRY

Appendix III – A case study from the chemical industry
Most cyber attacks target individual companies but this case study warns that criminals can attack an industry,
such as the insurance industry. Symantec, the information technology security company, published a report in
2012 describing a cyber attack directed at companies involved in the chemical industry.112 The case study below
shares highlights from the Symantec report.
The purpose of the campaign was industrial espionage. The attacker was collecting intellectual property that could be
sold for financial gain to help clients secure commercial advantage in the chemical industry. The attacker sought design
documents, formulas, and information about manufacturing processes.
The attack covered a two-and-a-half month period in 2011, although preparations began more than four months earlier. At
least 48 companies were targeted as part of this campaign, including 29 in the chemical industry and 19 in the defence sector
and elsewhere. About 100 unique Internet Protocol addresses appear to have been infected and subject to remote control.
The attacker identified desired targets and sent a customized email to each person. Most organizations would have
received only a handful of emails, but three companies had more than 100 targets selected. The emails typically claimed
to be meeting invitations from established business partners. In some circumstances, an email was sent to many recipients
with an attachment promising to be a security update. If the meeting invitation or security update attachment was opened
by the targeted user a Poison Ivey remote access tool was installed. The malware established remote control over the user’s
infected computer.
(Poison Ivy is a remote access tool (RAT) used to infect computers. It is widely used for criminal attacks. In particular, Poison
Ivey RATs are frequently used in cyber espionage attacks. The malware is available for free download on the Internet. A
number of plug-ins can be used to give the attacker control over the compromised computer.)
The attackers began using the infected computers to search the internal networks for intellectual property. The criminals also
sought to obtain domain administrator credentials to gain access to systems storing intellectual property and other sensitive
information. Once files had been identified, this information was transferred to internal staging servers, then, ultimately,
uploaded to a remote site to complete the attack. Symantec speculate that the stolen information may have been sold to a
company seeking to strengthen its position in the international chemical industry.

IN SUMMARY
This attack illustrates how attackers could threaten to steal intellectual property from manufacturing and processing
industries. The case study warns that cyber criminals could target other industries, such as the insurance industry.
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Why are cyber risks expected to impact us all?
•

In cyberspace it is easier to attack than defend. Defenders often underestimate the risk of loss.

•

Many of the tools required to build an attack on global networks are readily available.

•

There continues to be rapid growth in the number of individuals capable of launching an attack.
This includes people, organizations, and countries with the necessary equipment and knowledge.

•

The potential rewards from cyber crime continue to grow rapidly, while there is relatively little
cost in terms of people and equipment required to mount an attack.

•

Growth in the Internet of things means that billions of devices are being connected online.
There are more entry points to the system and more parts of life that are vulnerable to disruption.

•

The interconnectedness and complexity of cyberspace increases the difficulty of identifying attackers
and holding them responsible.

•

Cyber warfare is an emerging risk to the critical infrastructure that is essential to support society.

The Internet is the first thing that humanity has built
that humanity doesn’t understand, the largest
experiment in anarchy that we have ever had.
Eric Schmidt,
Executive chairman of Google
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